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Chapter 1 login

1.1 Prepare before logging in

After completing the hardware installation, you will need to ensure that the management computer
has an Ethernet card installed before logging into the router's web setup page. Please set the
management PC to "Obtain an IP address automatically” and "Obtain DNS server address automatically"
(the default configuration of the computer system), and the device will automatically assign an IP
address to the management PC.

Set the IP address of the management PC (for example: 192.168.2.59) and the IP address of the
device's LAN port in the same network segment(The initial IP address of the LAN port of the device is:
192.168.2.1, and the subnet mask is 255.255.255.0) The method is as follows.

Take win10 as an example, the operation is as follows:
Step 1: Right-click the network logo in the lower right corner of the desktop (as shown in the figure), and
choose to Open Network & Internet settings.

[ X Right-click the small . Open Network &
computer icon = Internet settings
Open Network & Internet settings

F1|dx ENG ; i IS

Step 2: First click on "Ethernet”, then click on "Network and Sharing Center".

Settings — O *
@ Home Ethernet
| Find a setting 2 | Ethernet
Network & Internet LS 122
Connected
& Status

Related settings
IEE=aE Y cchernet 3

Change adapter options

% Dial-up Change advanced sharing options

e | Network and Sharing Center | @) GNESANe1 ' 1aTs B 1 ETaT Yo NIV =g

Windows Firewall

(]9 Data usage

P :
© proy Have a question?

Get help
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Step 3: Click Enternet with the mouse, click Properties in the pop-up box (Ethernet status), select
Internet Protocol version 4 (TCP/IPv4) in the pop-up box (Ethernet properties), and click Properties

A 5 Control Panel > All Control Panel ltems > Network and Sharing Center
File Edit View Tools
Biniol Banei tiome View your basic network information and set up connections

View your active networks
Change adapter settings

Change advanced sharing 5122 Accesstype: __Intemet

settings Private netwerk Connections: [1X Ethernet

Media streaming options

Change your netwarking settings

i Setup 2 new connection or network

Set up @ broadband, dial-up, er VPN connection; or set up @ reuter or access point.

O

v|®& | Search Control Panel 0

[ Troubleshootpl g - o ﬂ & Ethemet Properties X
"~ Diagnoseandre . Netwarking
General
Connect using
s I Realtek PCle GbE Family Controller #2
IPv4 Connectivity: Internet
i R
Media State: Enabled This connection uses the following ftems
Duration: 04:06:31 v T Microsoft (o345 %5 Eik ~
Speed: 100.0 Mbps B Mware Bridge Protocol
= T Microscht R FHTTENYL AL S
2ol ) 9 Npcap Packet Driver (NPCAP)
e
Qo. =
C (=X Internet Y fikAs 4(TCP/IPv4)
Activity - . Microsoft IR |
- < >
Sent — L: Received .
Bytes: 128,431,924 | 384,042,668 D=ciptions - o X
FERIFERI Y Intemet 13l e ithid REBARI ISR
sty FTTEFREEE EER L DAl -
Gt | [
[2X Properties
Close OK Cancel
See also
Infrared

Step 4: There are three setting methods
method 1 method 2

Internet HHYERES 4 (TCP/IPv4) Properties * Internet HHYRER 4 (TCP/IPv4) Properties x

General  Alternate Configuration General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

‘You can get IP settings assigned automatically if your network supports
this capability. Ctherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically (O Obtain an IP address automatically
() Use the following 1P address: (@) Use the following 1P address:

(| 1P address: 192 168 . 2 .59

@5hbian D server addrecs automatically

Obtain DNS server address automatically
() Use the following DNS server addresses: (®) Use the following DMS server addresses:

l:l Preferred DNS server: 114 . 114 . 114 . 114
T e

|

Validate settings upon exit DmEsas [Jvalidste settngs upon exit Advanced. .,

Cancel Cancel

method 3
Internet HHURRTE 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O)Cbtain an IP address automatically

(@ Use the following TP address:

IP address: 192 .168 . 2 . 59

Subnet mask: 255 .255 .255 . 0
Obtain DNS server address automatically

(® Use the following DNS server addresses:

Brefemed 1 erver: ]

Alternate DNS server:

[validate settings upon exit P

Cancel

method 1: It can be used to configure the device and access the external network. It is recommended to
use it (Note: If there are multiple routes with different network segments in the current
environment, the IP obtained by the computer may not be able to connect to the device. In

this case, method 2 can be used);

method 2: It can be used to configure the device and access the external network. The IP address is set
to the device IP (the device defaults to 192.168.2.1) and the same network segment IP:
192.168.2.X (X is any number between 2 and 254, such as 192.168.2.2) , the default gateway is
set to device IP: 192.168.2.1, DNS can be set to 8.8.8.8 and other general DNS;

method 1. Only connect the device for configuration use, the computer cannot access the external
network through the device network, and the IP address is set as in method 2;

WEB: www.seriallink.net e-Mail:
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Step 5: Click OK with the mouse, and then click Close to save the changes in Steps 3 and 4;

Internet MY RRES 4 (TCP/IPwd) Properties X ,‘: Ethernet Properties b4
General  Alternate Configuration Networking
You can get IP settings assigned automatically if your network supports Connect using:

this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings @ Realtek PCle GbE Famity Controller #2

(@) Obtain an IP address automatically m

(C)Usze the following IP address:

This connection uses the following items:

D Nicrosoft RIEE B Pk ~
’:?\"'Mware Bridge Protocol

3 Microsoft LA EATHTENH 22

W B Npcap Packet Driver (NPCAF)

™ HODS i‘i-‘xE"E’.vl‘E'ﬁiF?

R Microsoft WJ%@EEE%E%EEEEHW b
< >

Install... Uninstall P[qperties
Description

FEHIEHID 5/ Intemet th0 o EHHILE %ﬁh\E’]f“ LA
> AT ERHEE RS biE -

Validate settings upon exit Advanced. ..

Cancel Cancel

1.2 Login configuration page

Open IE or other browsers, enter 192.168.2.1 in the address bar, after the connection is established,
in the pop-up login interface, log in as the system administrator (admin), that is, enter the password in

the login interface (the default password is set to admin).
& C A Notsecure | 192.168.2.1/cgi-bin/luci o

ZSeriallink 4GWI-FI R

&
I

o e (Upda:e i)

Language English ~

Authorization Required

Password

The default login password is admin. If the user needs to protect the configuration interface to avoid
being modified by others, he can modify the login password, click "System" - "Modify Password" in turn,
then fill in the password to be modified, and then "SAVE & APPLY", please refer to Chapter 5.3 for
details.
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Chapter 2 Network Setting

2.1 Change the login page address

The default address of the router is 192.168.2.1. You can modify the static IP address in the navigation
bar "Network Setting” - "LAN Setting". After modification, the new IP address will be used to log.in to
the page.

A.IP Address: Modify the ip address of the device (default is 192.168.2.1).

B.Netmask: It is generally 255.255.255.0, which can be modified as needed.

C.IPv4 gateway. DNS server. Override MTU: No special cases do not need to be set.

D.After the configuration is complete, click "SAVE & APPLY" to make. it take effect. After it takes
effect, you need to use a new IP address to access the configuration page of the device.

A Routing Status Network Configuration

@ Network Setting 1\ Network Setting

4G Modem
Status Uptime: Oh 26m 63

WAN Setting 5 MAC-Address: 1C:59:74:50:00:3F

: .  RX:595.60 KB (5231 Pkis)
LAN Setting 2 L LAN Setting brelen 1 27 M (4186 Pkts )

DHCP Setting IPv4: 192.168.2.1/24

'WIFI Access IP Address  192.168.2.2

Point L2 X change ip address

WIF1 Client Netmask 255.255.2556.0 v

Time Reboot IPv4 gateway

Watchcat

. . DNS server 2]
Diagnosis

™ Routing Setting Override MTU 1500

(" DDNS/FRP

E VPN Service SAVE & APPLY o

< C A Notsecure ||192.168.2 2fcgi-bin/luci ® & [0 & ( Update :

ZSeriallink AGWI-FIR

Language English v

Authorization Required

Password
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2.2 4G Modem

By default, the router uses the SIM card 2/3/4G to access the Internet. You can see the information
of the SIM card in the "Routing Status" - "Status" in the navigation bar. You can check the network is
2/3/46G and the signal of the mobile phone card in the upper right corner.

ZSeriallink ZGWIFIR -

A Routing Status Cellular Status
Status SIM CARD SIM READY
e cops UNICOM
Log
Cellular Network LTE
@ Network Setting N .
Frequency Band 3
™ Routing Setting CEREG 01
f# DDNS/FRP Signal Quality 28
= VPN Service Card Slot SIM1
5 System IMEI 862138050326664
IMSI 460012238632850
E* Logout =

If you use an ordinary mobile phone data card, you don't need to care about the location of the APN
setting, it can be empty by default. If you use an APN card, you need to set the APN in "Network Setting"
- "4G Modem" - "General Settings".

h Routing Status Mobile Network

& Network Setting

4G Modem
Advanced Settings Physical Settings
WAN Setting 2
Status 5 MAC-Address: 00:00:00:00:00:00
e “ X 4.95 KB (24 Pkts)
usb

DHCP Setting TX: 6.10KB (32 Pkts.)

WIFI Access Enable
Point

WIFI Client APN

e Reboot Username

Watchcat
e Password Bk :X enter configuration
1 Routing Setting Auth Type  none v
# DDNS/FRP PIN Code
&= VPN Service
# System Abnormal Restart
Network exception handling: check the network connecticn in a loop for 5 seconds. If the Ping IP address is not successful, After the network exceeds the abnormal number, restart and
5 Lagaut search the registered natwork again
Enable
Ping IP address = 114.114.114.714
Operating mode Set airplane mode b
Abnormal number 10 w

SAVE & APPLY e
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"Network Setting" - "4G Modem" - "Advanced Settings" can bind 2/3/4G. If 4G (LTE) Only is selected
for the service type, it means that only the 4G network is used. If there is no 4G network nearby, there
will be no network automatically. The default is 2/3/4G, the frequency band with good signal is given
priority, and 4G is given priority under the same signal. Locking the frequency band is automatic, and
you can also lock the frequency band according to your own needs. If the locked frequency band is
unsuccessful, it means that the module does not support this frequency band temporarily. After setting,
click "SAVE & APPLY".

A Routing Status Mobile Network

@ Network Setting 1 § Network Setting

4G Modem 2L 4G Modem .
Advanced Settings | €) AYs\Ve=Telel=ts | Settings
WAN Setting
g rce Dial
LAN Setting Force Dial ()
DHCP Setting IP Type IPV4AVE ¥
WIFI Access
Point Server Type || Automatically ~
- Automatically

LA 3G (WCDMA) Only
Time Reboot 4G (LTE) Only

Abrormal Restart 56 (NR) Only [+ select the Server Type to be set
Waichcat 3 (WCDMA/LTE]

Network exception handling: chec 456 (LTE/NR) he Ping IP address is not successful, After the network exceeds the abnormal
Diagnosis number, restart and search thereq  3/4/5G(WCDMA/LTE/NRSG)

[ Routing Setting Enable

% DDNS/FRP Ping IP address  114.114.114.114

E VPN Service
Operatingmode  Set airplane mode hd

« System

Abnormal number 10 4
[ Logout

SAVE & APPLY %5

"Network Setting" - "5G Modem" < "Physical:Settings" can modify the default SIM card. If only one
card is inserted, it will be used by default, and there is no need to modify the configuration here. Metric
(default: 30) generally does not need to be modified. The smaller the value, the higher the priority of
using the network (networks include: wifi client, WAN port, 4G network, etc.). MTU (default: 1400), the
maximum transmission unit, generally do not need to be modified, affecting the network speed.

WEB: www.seriallink.net e-Mail: info@seriallink.net
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A Routing Status Mobile Network
@ Network Setting | 1 I Network Setting
4G Modem . .
214G Modem Settings Advanced Settings Physical Settings o PhySICEl Settlngs
WAN Setting
EAk et |Defau\t SIMCard  SIMI v | 1< X select Default SIM Card

DHCP Setting

Metric 30
WIFI Access
Point Override MTU =~ 1500
WIFI Client
Time Reboot
Abnormal Restart
Watchcat : . ik = 5 : i K
Network exception handling: check the network connection in a loop for 5 seconds. If the Ping IP address is not successful, After the network exceeds the abnormal
Diagnosis number, restart and search the registered network again
Routing Setting Enable
DDNS/FRP Ping IP address  114.114114.114
VPN Service . )
Operating mode Set airplane mode e
System
Abnormal number 10 ~

Logout

SAVE & APPLY o

Abnormal Restart: It is to deal with network exceptions, ping the set ip address (114.114.114.114) every
5s, and still can't ping after the abnormal number of pings, it.will be set according to the selection
(Reboot on internet connection lost, Set airplane mode) (default), Switch SIM card). Network diagnostics
can be set in "General Settings”, "Advanced Settings", and "Physical Settings". You can also not enable
network diagnostics, just leave it unchecked.

Abnormal Restart

Network exception handling: check the network connection in a loop for § seconds. If the Ping IP address is not successful, After the network exceeds the abnormal
number, restart and search the registered network again.

Enable
Ping IP address = 114.114.114.114
Operatingmode  Set airplane mode .

Abnormal number 10 b

notet

»"00rdinary. 4G mobile phone card can access the Internet without worrying about APN settings.

» <lf .an APN dedicated network card is used, be sure to fill in the APN address, username and
password.

> _ Different operators have different specifications of APN dedicated network cards. Please
consult the local operator for the APN address, user name and password.

2.3 WAN Setting

2.3.1 DHCP address
Navigation bar "Network Setting” - "WAN Setting", the default protocol of WAN port is dynamic

WEB: www.seriallink.net e-Mail: info@seriallink.net
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address (ie DHCP client), the upper-level device needs to be able to assign ip to the wan port,Without
special cases, the value of MTU does not need to be changed (default: 1500).

A Routing Status Network Configuration

@ NetworkSetting | 1 & Network Setting

4G Modem

Status Uptime: 1h 35m 355
WAN Setting WAN Settmg £ MAC-Address: 1C:50:74:50:00:3
- o X 180.74 MB (2204028 Pkis )
by #9 ¢: 1.17 6B (13812012 Phts)

DHCP Setting IPv4:192.168.2.173/24

WIFI Access Protocol  DHCP address bg | e select DHCP address

Point

WIFI Client Override MTU 1500
Time Reboot
Watchcat

Diagnosis

2.3.2 PPPoE

If the wan port needs to dial up to access the Internet, you need to select PPPoE, fill in the user
name and password according to the actual situation, no special circumstances, the value of MTU does
not need to be changed (default value: 1500).

A Routing Status Network Configuration

@ NetworkSetting 1 ¢ Network Setting

4G Modem

Status Uptime: 1h 38m 255
WAN Setting WAN Setting 5 MAC-Address: 1C:50:74:50:00:3E
: = RX182.54 MB (2227229 Pkts)
by 0 1y 117 6B (12835934 Pkts.)

DHCP Setting IPv4:192.168.2.173/24

WIFI Access Protocol  PPPoE v
Point

WIFI Client Username [3X select PPPoE and enter Username and
; assword
Time Reboat Password -] p

Watchcat

. . Override MTU 1500
Diagnosis

™ Routing Setting

 DONS/FRP SAVE & APPLY Ll swves aoewy |

2.3.3 Static address

You can also choose to manually set the IP address for the wan port. You need to set the same IP
address as the upper-level network segment, subnet mask, and gateway to fill in the IP address of the
upper-level device. DNS can be the same as the gateway.Generally, there are common DNS such as
8.8.8.8. There is no special case, and the value of MTU does not need to be changed (default value: 1500).

WEB: www.seriallink.net e-Mail: info@seriallink.net
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A Routing Status Network Configuration

@ Network Setting Network Setting

4G Modem
. Status Uptime: Oh Om 225
WAN Setting 2 WAN Settlng 5] MAC-Address: 1C:59:74:50:00:3E
5 RX: 198.12 MB (2421064 Pkts )
LAN Setting eth0

TX:1.19GB (14111794 Pkts.)
DHCP Setting IPv4:192.168.20.111/24

WIFI Access Protocol  Static address ¥
Point

WIFI Client IP Address = 192.168.20.111

Time Reboot

Netmask 2552552560 v (2 X select static address and wirte configuration
Watchcat

= " Gateway 192.168.20.1
Diagnosis

[ Routing Setting DNS ' 192.168.20.1 @

r# DDNS/FRP Override MTU | 1500

= VPN Service

x
e SAVE & APPLY &3

2.3.4 As lan (convert WAN port to LAN port)

If you want to convert the WAN port into a LAN port, change the protocol of "WAN Setting" to "As
lan", click "SAVE & APPLY", you can convert the wan port to a lan port(In the case of associated LAN,
please be careful not to connect the WAN port and LAN port.to the switch or the same computer), no
special circumstances, the value of MTU does not needto.be changed (default value: 1500).

A Routing Status Network Configuration

@ Network Setting Network Setting

4G Modem

Status Uptime: Oh 6m 27s
WAN Setting WAN Setting = MAC-Address: 1C:59:74:50:00:3E
- RX:198.29 MB (2421726 Pkts.)
LAN Setting etho

TX:1.19 GB (14111894 Pkts)
DHCP Setting IPv4:192.168.20.111/24

WIFI Access Protocol  As fan ¥ |e select AS lan
Point

WIFI Client Override MTU 1500

Time Reboot

Watchcat
Diagnosis SAVE & APPLY o

2.3.5 Set the optical fiber port as a WAN port

If you set the optical fiber port to a WAN port, enter Advanced Configuration, select Optical Fiber
SFP (eth4) for the interface, and click "Save&Apply" to define the optical fiber port as a WAN port. There
is no special case, and the values of the metric and MTU do not need to be changed.

A Route Status Network Configuration

@ Network Setting

WAN Configuration

4G Modem
Basic Configuration Advanced Configuration [1 X Interface selection: optical fiber port or ordinary
WAN Setting
. network port
Interface I WAN({ethD) . ||

LAN Setting

DHCP Setting
Hostnames Metric 10

WIFI Setting
Override MTU | 1500

WIFI Client
SAVE 8 APPLY Z2]
Time Reboot
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2.4 DHCP Setting

DHCP adopts the client/server communication mode, the client submits a configuration application
to the server, and the server returns the corresponding configuration information such as the IP.
address assigned to the client, so as to realize the dynamic configuration of the IP address and .other
information.

DHCP client configuration (enabled by default), select "Network Setting" - "DHCP Settings", "SAVE &
APPLY".
A.lgnore interface: Checking this will turn off the DHCP server.
B.Start: The starting address of the allocated dhcp server, such as 100, means that the allocation
starts from 192.168.2.100.
C. Limit: Maximum number of leased addresses.
D.Leasetime: Expiry time of leased addresses.

A Routing Status DHCP Server Settings

@ Network Setting Network Setting rver.

4G Modem

Ignore interface (]

WAN Setting o
LAN Setting e

DHCP Setting DHCP Setting Start 100

WIFI Access

s Limit 150

WIF1 Client e

Time Reboot
Leasetime 12h
Watchcat

Diagnosis

™ Routing Setting
Static Leases

h . 3 = .
DDNS/FRP ses are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where only

h a corresponding lease are served

= i %
= VPN Service the Add Button te add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the Hosthame is assigned

as symbolic name to the requesting host

¢ System

Hostname MAC-Address IPv4-Address 1Pv6-Suffix (hex)

B Logout

This section contains no values yet

=
SAVE & APPLY o

2.5WIFI Setting

WIFL. AP supports WIFI dual-band 2.4G+5.8G, WIFl is enabled by default, wifi name:
SLK-Router_2G-XXXX, SLK-Router_5G-XXXX (to avoid the same name of wifi between different devices,
the "XXXX" part will be different), password : slk100200(Password needs to be 8 characters or more).
Navigation bar "Network Setting" - "WIFI Setting", you can change the basic configuration of WIFI.
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A Route Status Wireless Network

@ Network Setting Configure WiFi 2.4G
1 £ Network Setting
4G Modem

Basic Configuration Advanced Configuration

WAN Setting [: X Unchecking will turn off WIFI2.4G ,which is enabled by default
5 Enabled

LAN Setting

DHCP Setting WiFi Name  SLK-Router_2G-22E8

Hostnames

= Security Encryption bt
WIF! Setting WIFI Sertting
WIFI Client WiFiKey | s [+ X click to show WIFI password

Time Reboot
Network Backup

Watcheat (6 X Modify basic configuration information
Configure WiFi 5.86

Diagnostics
%% Serial Utility Basic Configuration Advanced Configuration

£ Route Setting [5 X Unchecking will turn off WIFI5.8G ,which is enabled by default

@ Service Manage WiFi Name  SLK-Router_5G-22ES

= VPN Service
Security Encryption i

®K System
WiFiKey | evesemeee E
[ Logout
SAVE &APPLY ZX7]

Navigation bar "Network Setting" - "WIFI Setting" - "Advanced Configuration", under normal
circumstances do not need to modify.

Hide ESSID: If checked, this WiFi will not be searched on mobile phones, computers and other
devices.

Channel: If you know the channel of other wifi-nearby, you can set this device to a different channel
to improve wifi speed and signal.

Width: WiFi speed HT80 (5.8G exclusive) > HT40 > HT20, WiFi stability HT20 > HT40 > HT80 (5.8G
exclusive), affected by distance'and partitions (such as walls), use large bandwidth at close range,use a
small bandwidth for long distances.

Transmit Power: The higher the power, the better the wifi performance.
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A Route Status Wireless Network

@ Network Setting Configure WiFi 2.4G

4G Mod i
" 1 Network Setting SRR ©

WAN Setting

. Hide ESSID []
LAN Setting
DHCP Setting WDS Enabled []
Hostnames
Channel  auto =
WIF] Setting 2 WIFI Setting
WIFI Client Width| HT40 v
Time Reboot
Fepay (5 X change configure
Cconfigure WiFi 5.86

Watchcat

Diagnostics
E Basic Configuration Advanced Configuration| o

%% Serial Utility

Hide ESSID []
[ Route Setting
WDS Enabled [[]
# Service Manage
_ Channel  auto e
= VPN Service
Width  HTs0 v

® System

B Logout SAVE & APPLY 6]

2.6 WIFI Client(Bridge)

The WIFI Client is not enabled by default, youineed to check to enable it in the navigation bar
"Network Setting" - "WIFI Client".

A Routing Status General Setup

@ Network Setting 1 § Network Setting

e Status « MAC-Address: 00:00:00:00:00:00
em £

RX: 0.00 B (0 Pkts.)
WAN Setting "~ TX:0.00 B (0 Pkts.)

LAN Setting (X check Enable

DHCP Setting
WiFilnterface 246 Client b
WIFI Access

Point

WIF] Client WIFI Client

Then. select the:client wifi interface: 2.4G Client, 5.8G Client, search the corresponding WIFI list,
select WIFlin the SSID list, change the security option according to whether there is a password, None
(no password),Encryption(Encryption mixed mode Mixed WPA/WPA2-PSK), WDS is not checked by
default.
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General Setup

) MAC-Address: 00:00:00:00:00:00
=
"7 RX:0.00 B (0 Pkts.)

~ TX:0.00B (0 Pkis)

Status

Enable

WiFi interfacel 2.46 Client e select client interface
Scan (5 X click scan

S5ID __TEST_AP
__TEST_AP

<

Security

WDs

e EED

General Setup

51 MAC-Address: 00:00:00:00:00:00
“~ RX:0.00 B (0 Pkts)
"~ TX:0.00 B (0 Pkts.)

Status

Enable

WiFiInterface = 2 4G Client

Scan el

SsiD WIFIG-26

| Security  Encryption v | 17X security choose None or Encryption

| Key eeeeeeees g | L6} if you choose Encryption,you need to enter a
password

wos (]

Advanced Settings

Protocol = DHCP address

SAVE & APPLY 9

After successfully connecting to WIFI, the WIFI status will be displayed.

Uptime: 0h Om 31s
- MAC-Address: 06:03:7TF12:F2:1F
y : RX: 7.65 KB (63 Pkts.)
Client "WIFl6-2G" TX: 1.72 KB (9 Pkis.)
IPv4: 192 168.100.153/24

Status

Note: The wireless interface 2.4G client search requires WIFI wireless AP WiFi-2.4G is in the activated
state, the wireless interface 5.8G client search requires WIFI wireless AP WiFi-5.8G is in the activated
state,Otherwise, the search result will not be displayed (after saving the page configuration of WIFI
wireless AP and WIFI wireless client, WiFi-5.8G starts slowly, please wait for a while).

info@seriallink.net
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WIFI wireless client advanced settings protocol selection:
A.DHCP address (default): The WiFi client automatically obtains the IP address assigned by the
superior route.

B.Static address: The WiFi client uses the user-configured IP address, subnet mask, gateway, and
DNS.

C.Bridge Lan: Use the LAN port configuration IP address, subnet mask, gateway, DNS, Lan port
configuration reference WIFI wireless client advanced settings static address (relay mode select
this item).

Advanced Settings

Protocol  Static address v o Select Static address
IP Address  192.168.100.117
(X Set the IP on the same network segment as
Netmask  255255.255.0 v the upper-level router
Gateway 1921681001 s R Set as the upper-level routing IP
DNS | 1921681001 £ Generic DNS or upper-level routing IP, can
X be multiple

SAVE & APPLY | swvesaory |

Status Uptime: 0h Om 11s
MAC-Address: 06:03:7TF12:F2:1F
RX: 330.00 B (2 Pkts.)
Client "WIFI6-2G" TX: 296.00 B (2 Pkts)
[1Pv4: 192.168.100.117/24)

2.7 WIFI repeater

This section describes how to extend the wireless signal length by means of relays. In this
configuration ‘mode, .the computer terminal connected to the SLK-R680 is in the same IP address
segment as the main wireless network.

2.7.1.Change the local IP address

It is.necessary to modify the local IP address of SLK-R680 to be in the same network segment as
the main wireless AP. For example, the IP address of the main wireless AP to be connected is
192.168.100.1, then modify the IP address of SLK-R680 to 192.168.100.100. It should be noted that the LAN
port gateway is empty by default. After using the relay mode setting, if you need to connect to the
Internet through the WAN port in the future, you need to delete the gateway information in the LAN
settings to avoid the situation of being unable to access the Internet.
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A Routing Status Network Configuration

@ Network Setting Network Setting

4G Modem

Status Uptime: Oh 3m 14s
MAC-Address: 1C:59:74:50:00:3F
= RX: 204.50 KB (2185 Pkts.)

LAN Setting LAN Settlng brelan . 1 0o MB (2479 Pkts.)

DHCP Setting IPv4:192.168.2.1/24

WIFT A F 2 ;
b Phddrass | T92168.100 100 (5 enter the IP of the same network segment
WIFI Client Netmask = 255.255.255.0 Ad e the SHalh dewce

Time Reboot

WAN Setting .

IPvd gateway  192.168.100.1 [+ X master wireless device IP
Watchcat

i DNS server | 1521681001 (5 X generic DNS server address or primary
wireless device IP
™ Routing Setting Override MTU

1500

7% DDNS/FRP

= VPN Service SAVE & APPLY G

2.7.2 Connect to the main wireless AP

In the navigation bar "Network Setting" - "WIFI Client", check to enable the'WIFI| wireless client, and
configure the connection to the main wireless AP. For example, the SSID of the main wireless AP to be
connected here is WIF16-2G, and the password is slk100200,Search and select the SSID as shown in the
figure below, fill in the password, select “Bridge Lan” from “Protocol”, and click “SAVE & APPLY".

A Routing Status General Setup

@ Network Setting

Network Setting
Status s/ MAC-Address: 00:00:00:00:00:00
oot " RX: 0.00 B (0 Pkts)

WAN Setting " TX:0.00 B (0 Pkts.)

LAN Setting Enable [: X select Enable WIFI client

DHCP Setting 5
Wik interfuce | 2:aa Clicnt ML R sclect 2.4G/5.8G according to the frequency
b of the main wireless AP
'oIn

SLENN SCAN :
e WIEI Client - (X click on SCAN
Time Reboot S | WEk28 MK X click the arrow to find the SSID of the main
Watcheat Security | Encryption . wireless AP in the drop down list
Disorosis S — (=X fill in the password according to the main
™ Routing Setting wireless AP

wDs [
7\ DDNS/FRP

]

= VPN Service
' System Advanced Settings

B Logout

Protocol  Bridge Lan i | o choose Brldge Lan

SAVE & APPLY LoJ swver |

It should be noted that in this mode, the main wireless AP no longer assigns an IP address to this
SLK-R680. Therefore, the obtained IP address will not be updated in "Status”, and you can confirm
whether the connection is successful through the icon color and MAC address. The picture below is
successful.
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Status Uptime: Oh Om 0s
o MAC-Address: 06:03:7TF12:F2:1F
Client "WIF16-26" RX: 3.69 KB (25 Pkts.)
TX: 3.57 KB (34 Pkts.)

2.7.3 Disable DHCP

Disable the DHCP server function of the SLK-R680. In this way, the SLK-R680 no longer assigns IP
addresses to the connected devices, and all devices connected to the local area network are.assigned IP
addresses by the main wireless to realize communication on the same network segment:

A Routing Status DHCP Server Settings
@ Network Setting Network Setting i

4G Modem . H
e 1L : X select Ignore interface
WAN Setting

DHCP

LAN Setting

DHCP Setting DHCP Setting

WIFI Access
Point Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where

only hosts with a corresponding lease are served
WIFI Client Use the Add Butten to add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the Hostname is

i d nt a ther 4
Time Reboot assigned as symbolic name to the requesting host

Watcheat Hostname MAC-Address 1Pv4-Address IPv6-Suffix (hex)
Diagnosis
This section contains no values yet

[ Routing Setting

7/ DDNS/FRP

E VPN Service
: SAVE & APPLY 9

2.8 Time Reboot

Navigation bar "Network Setting" = "Time Reboot", users can check to enable and set the time to
restart every day, pay attention to.check whether the device time is correct, modify the correct time:
"System" - "Date Time", see chapter 5.1 for details .

M Routing Status Time Reboot

@ Network Setting | 1 ' Network Setting g

4G Modem
(3 X select Enable

WAN Setting

LAN Setting

DHCP Setting b s v -
[4X select time

WIFI Access minute 00 b
0T

WIFI Client

Time Reboot Time Reboot SAVE & APPLY e
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2.9 Network Backup

This part is a new function. It is mainly used to use wired (i.e. wan port) or wifi client first when

accessing the Internet. The network of the main link is used first, and the network of the backup route is
used when the main link has no network.

Network backup is disabled by default, check it to enable it when using it, and then configure it
according to the actual situation.

A Route Status Network Backup

Network Setti Matuork Bas an automatically switch network links by detecting whether the Ping Host is reachable
@ reieoi e Network Setting
4G Modem eneral settings

WAN Setting Enable o m
LAN Setting

Ping Hostl 114.114.114.114 | [+ X Set PING IP address
DHCP Setting

Hostnames

] o E
WIFI Client
Time Reboot Backup Link | None vl e
Network Backup Network Backup

Watchcat Link Switching Mode | Main Link is preferred v | [7X Seleck Link Switching Mode
Diagnostics
Recovery Interval | 60s | (6% set recovery interval

Main Link

WIF1 Setting

£% Senal Utility

[ Route Setting

ri Service Manage

. SAVE & APPLY X9]
= VPN Service
¢ System

General Settings@Link Management

project illustrate default

PING address Addressfortesting. network connectivity performance 114.114.114.114
"WAN" or "WIFI"or"4G" can be selected. WAN

Main Chain

WAN: use wan as the primary wired link

4G: use the'4G as the main wireless link

WIFI: use the wifi client as the main wireless link

Noté: The wifi link is only available when the wifi client mode is
turned on. For details, please refer to "2.6”

Backup Link "WAN", "WIFI" or “4G"or"None" can be selected. None

WAN: Wired link using wan as backup

4G: Use the 4G as a backup wireless link

WIFI: Use the wifi client as a backup wireless link

None: means do not use this backup link

Note: The wifi link is only available when the wifi client mode is
turned on. For details, please refer to "2.6"

Line switching | In the "main line priority” mode, the network will actively switch to | Main line
mode the main line (when the main line returns to normal). priority
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Recovery interval When the backup link is used in the primary line priority mode, | 1
specify how many minutes to wait to switch back to the primary line
to detect whether the primary line is back to normal. 0 indicates no
active failover.

Note: This function only takes effect when "Main Line Priority” is
selected.

2.10 Watchcat

In the navigation bar "Network Setting" - "Watchcat", the network self-check function'is disabled by
default, and the network self-check allows setting periodic restarts or 'restarts when the network is
abnormal.

If you need to activate this function, click Add, enter the configuration and click "SAVE & APPLY".

A Routing Status Watchcat

@ Network Setting 1 Network Settlng quring a periodic reboot when the Internet connection has been lost for a certain period of time

AG Modem This section contains no values yet

WAN Setting (=X click to add

LAN Setting

DHCP Setting
SAVE & APPLY
WIFI Access

Point

WIFI Client

Time Reboot

Watchcat 2 Watchcat

A.Forced reboot delay: When rebooting the system the watchcat will trigger a soft reboot, Entering a non
zero value here, will trigger a delayed hard reboot if the soft reboot fails. Enter a number of seconds
to enable, use 0 to disable

B.Period: In periodic mode, it defines the reboot period. In internet mode, it defines the longest period of
time without internet access before a reboot is engaged.Default unit is seconds, you can use the suffix
'm' for minutes, 'h" for hours or 'd' for days

C.Ping host: Host address to ping
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1.Reboot on internet connection lost

DELETE

Operatingmode  Reboot on internet connection lost v

Forced reboot delay 30
Period 5m

Pinghost 28838

2.Periodic reboot

DELETE

Operating mode | Peniodic reboot bl

Forced reboot delay = 30

Period = &m

After adding and configuring, click "SAVE & APPLY" to take effect. To delete the configuration, just
click the "DELETE" button in the upper right corner, and then "SAVE & APPLY".

2.11 Hostnames

Navigation bar "Network Settings" - "Host Name", click Add, enter the host name and IP address,
save and.apply; in-the network test, you can use the host name instead of the IP address (see 2.12 for the
specific.network test steps).

A Route Status Hostnames

@ Network Setting | § Network Setting

4G Modem
IP address

WAN Setting

"
LAN Setting i BRIk

DHCP Setting
’ Fill in the hostnam and IP address
— ' HOStnames e _ o SAVE & APPLY
SAVE & APPLY

WIFI Client
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2.12 Diagnosis

Through network diagnosis, you can determine whether the router and the connected device can
communicate with each other, whether the device can access the Internet, and whether the device is
successfully connected to the VPN. It can also be used to test other aspects, and you can test it
according to your own needs.

Navigation bar "Network Setting" - "Diagnosis".

Baidu, seriallink, 8.8.8.8: It is generally used to test whether the device can access the Internet. If it
can ping, it means the device can access the Internet. If it cannot ping, it means that the device cannot
access the Internet.

A Routing Status Diagnostics

@ Network Setting | 1 | Network Setting X select 8.8.8.8

8888 v 8888 —|°

Collecting data..

4G Modem

WAN Setting

LAN Setting

DHCP Setting

PING 8.8.8.8 (8.8.8.

): 56 data bytes
: seq=# tt1=115 time=15.172 ms

WIFI Access ?
8
8: seq=1 ttl=115 time=16.925 ms
3
8
3

Point

WIFI Client : seq=2 tt1=115 time=14.534 ms

: seq=3 ttj=1£5 time=14.958 ms (- waiting for results
: seq=4 tt1=115 time=13.574 ms

64 bytes from 8.8.8.

Time Reboot

‘Watcheat

- 8.8.3.8 ping statistics —--
Diagnosis ERVIETe Tt tl . ccts transmitted, 5 packets received, % packet loss
round-trip min/avg/max = 13.974/15.112/16.925 ms

Routing Setting

Custom input box: generally used to test whether the connected device can be pinged.

Routing Status Diagnostics

Network Setting Network Setting [5X enter the IP of the Connected device

4G Modem
— Y click PING
WAN Setling

LAN Setting

Col ting
DHCP Setting Collecting data

PING 192.168.2.59 (192.168.2.59): 56 data bytes

64 bytes from 192.168.2.59: seq=0 ttl=64 time=1.084 ms
64 bytes from 192.168.2.59: seq=1 ttl=64 time=0.713 ms
.168.2.59: seq=2 ttl=64 time=1.115 ms

&: y .168.2.59: seq=3 ttl=64 time=0.876 ms
64 bytes from 192.168.2.59: seq=4 ttl=64 time=1.265 ms (5] waiting for results

i MR- 192.168.2.59 ping statistics ---
Diagnosis 2 DIagnOSIS packets transmitted, 5 packets received, 8% packet loss

WIFI Access
Point

WIFI Client

Time Reboot

‘Watcheat

round-trip min/avg/max = 8.713/1.810/1.265 ms

™ Routing Setting
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Chapter 3 Serial port configuration

3.1 Use Tools And Preparation

Select Serisl Utility>>>PROT-RS485 in turn to configure a port according to your needs. Here is an
example of PORT-RS485. Connect the computer serial port, check the serial port as shown'in the figure
below, right click on the desktop This PC>>>Manage>>>System Tools>>>Device Manage>>>Ports(COM &LPT).
Use tools UartAssist.exe and NetAssist.exe for TCP Server, TCP Client, UDP Server, and UDP Client
simulation, and ModSim32.exe and ModScan32.exe for Modbus TCP simulation. You can use your familiar
serial port and network debugging software. The difference between UDP Client and UDP. Server is whether it

needs to communicate with only a specific IP address. UDP Client only communicates with'a specific server
IP address.

& Computer Management — [m} *
File Action View Help

=75 HE B

‘ﬁ' Computer Management (Local | v :._ﬂ-_ ZIBL-20191012V0 Actions
v ﬁ’& System Tools > iq Audio inputs and outputs = ;
» @ Task Scheduler > £ Computer Bevics Manager &
» Event Viewer » s Disk drives More Actions L4
» @ Shared Folders » @ Display adapters
> il Local Users and Groups > iy Human Interface Devices
¥ @ Performance > "m |DE ATA/ATAPI controllers
& Device Manager e » E= Keyboards
=5 Storage b 8 Mice and other pointing devices
w= Disk Management > [ Monitors
5 T4 Services and Applications > [ Network adapters

L

i EfEmO (com)

» M Print queues

> n Processors

> B Software devices

> iq Sound, video and game controllers
> & Storage controllers

» @ System devices

> t Universal Serial Bus controllers

The settings of UartAssist.exe are as follows. The baud rate and stop bit can be changed as required.
After the setting is:completed, click Open.

Connlart Ascistant

~COM Settings 1 Data receive SAVARE Y423
Farttum IEDM3 .1]

Baudr !9'3'3'3 "I
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3.2 TCP Server

Select Serisl Utility>>>PORT-RS485 in turn,select TCP Server as the network protocol, and choose the
data type according to your needs. Generally, the choice is "Raw date". You need to remember the local port
after setting. When establishing a TCP connection, you need to use the IP address and port number of the
serial server.Configure the baud rate, data bit, stop bit and parity bit of the serial port through the serial port
configuration bar according to your needs. After the configuration is complete, click SAVA & APPLY.

A Route Status Configuration

Network Setti %
® Network Setting Network Settings

€5 Serial Utility
Enable

PORT-RS485

e Network Proto | TCP Server ¥ |
[ Route Setting Transport Proio | Raw data v
% Service Manage Local Port | 4002 ||
= VPN Service

Maximum number 6 v

¥ System
Time Out(s) = 300

[ Logout

Serial Settings

Baud Rate 9600 ¥
Databits 8 v
Stop bits | 1 v

Parity = None v

| SAVE & APPLY

Maximum number: The default is 6, which means that up to 6 TCP Clients are supported to connect to the
same serial port.

Time:Out (s): The default is 300, which means that after the TCP Server establishes a connection, if there
is no data, the connection will be disconnected after 300 seconds. If you need a permanent online connection,
you can set the value to 0.
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ZSeriallink

Open the software, select TCP Client, IP is the server address, the port is the same as the server port,

and click Connect.

Beth=z=zist ¥4 3 76
(1) Protocol

| TCP Client

=1l

(2) Remote host addr
|192.1ﬁs.2.1 4002 +|

(3) Remote host port
|4cm

@ Connsct |

TCP Server and TCP Client send and receive data diagram.

o Comnllart Assistant
~COM Setting - Data receive SAVAGE V423 Settings Data log Hethssist ¥4 3 26
Parthum |EDM3 -] [2022-07—28 10:14:22:739] Thiz is test (1) Protocol
3600 = [2022-07-28 10:14:32:666] This is test I TCP Client T (20220725 10.14.22. 61517 SEND #SC1l>
Baudh [2022-07-28 10:14:35:8871 This is test o g iy 22
DPay [NONE = [2072-07-28 10:14:36:3481 This is test R St
Datag |9 = [2022-07-23 10:14:32. 7494 SEND ASCIT>
(3) Remote host port bhis is test
Stepll |1 X 4002
s S [o022-07—28 10:14:34. 029]# KECY ASCILY
@ Close 1@ Disconnect his is test
~Reov Options RecvOptions | [(2022-07-28 10:14:34. 719]4 RECY ASCIT>
[lhis is test
I~ Receive to file # ASCIl (" HEX

¥ fnto linefeed
¥ Shew timestamp
I” Receive as hex

I” Pause receive

Save Clear

~Send Options
I Dats from file ...
I™ Auto checksum
I Auto clear input

I Send s hex 10CD# 2FxD® 3TX0® 4DIA® GGND# GDSR# ZATS® GCTGe 9SAIe Flaneie Data Send |  Clear 4 Clear
I™ Barisd [1000 ®5 |7 is test I Pedod [1000 ms | |05 i test
Send Send
Load. .. Clear Shorteut History
[ Beady! = [ T#:24 [ Fise 48 _Feset_| M 1& Resowt [ 232 | RX:24 [ 1= _Rest | )

¥ Use eseape chars
¥ AT CMD anto CR+L
I~ Append checkcode

| [(z022-07-28 10:14:36. 23114 SEND ASCII>

[2072-07-28 10:14:35. 77514 SEND ASCIT»
This is test

This is test
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3.3 TCP Client

Protocol select TCP Server, Local host addr select the IP address set by the computer, which is in the
same network segment as the device's LAN port IP. The Local host port is the default, and the client settings
need to use Local host addr and Local host port,click Open.

(REE D e b assistant

“Settings Data log | Hethssist V4.3 26
(1) Protocol
[TcPserver ||| |
(2) Local host addr
[192.16831001  ~]

(3) Local host port
|1mm

@me|

Select Serisl Utility>>>PORT-RS485 in turn,select TCP Client as the network protocol, and the server IP
and port number should be consistent with the software settings. Configure the baud rate, data bit, stop bit
and parity bit of the serial port according to your needs .through the serial port configuration bar. After the
configuration is complete, click SAVA & APPLY.

A Route Status Configuration

@ Nt Seiting Network Settings

€% Senal Utility
Enable
PORT-RS485
e — Network Proto]  TCP Client ¥ |
[ Route Setting Server IP Addressl 192.168.0.100 |
r# Service Manage Server Port | 10001| |
= ;
= VPN Service Heart-Beat [J
X' System
B Logout . i
g Serial Settings
Baud Rate 9600 v
Databits 8 v
Stopbits 1 v
Parity  None ~

SAVE & APPLY
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After saving and applying, the software will print "[2021-12-02 17:36:44.743]# Client 192.168.0.233:44380
gets online.", indicating that the connection is successful.

(1) Protocol

Data log

Hethssist ¥4 3 26

| TCP Server

(2) Local host addr

[192.168.3.101

&

AT

ERORE | FROERE:

TCP Client and TCP Server send and receive data diagram.

ans 5 ]

e EE |3600 -

[2022-07-26 10:31:12:385] This is test
[2022-07-28 10:31:18:828] Thi= is test

s NONE <]
e 1o |
ikt =

@ 2

REEE
I~ MR,
F s
v S
I~ AT
I~ BERkns
fgirkie Ea

CREEEE
I~ RV
I G
I RESEEES

~Recv Options——————
@ ASCI  HEX
¥ Log display mods
[V Auto linefesd
[~ Recv save to file...
futoSeroll Clear

~Send Options
& ASCIL (" HEX
¥ Use escape chars
[¥ AT CMD auto CR+L]

™ frahlkie

1.0CD# 2R<D@ 3T<0@ 4DTH& SGHND#

™ EREREEA 1000 s
TEESER EERED

Thiz iz test

L& Sk T

Data log

[2022—07-25 10:29:56. 95361# Client 192 165.3.1:39795 gets online.

Hethssist ¥4 .3 76

[2022-07-25 10:28:56.956]# Client 192, 168.3 1:38785 gets online

[2022-07-26 10:31:12. 261]% SEND ASCIT TO ALL>
Thiz iz test

[2022-07-28 10:31:15.695]# SEND ASCII TO ALL>
This is test

[2022-07-28 10:31:20.475]# RECY ASCII FROM 192.168.3.1 :39798>
[|This iz test

[2022-07-26 10:31:21.698]# RECY ASCII FROM 182 168.3 1 :3879a>
ifThis iz test

Append checkeode
EDSR# ZAIS® SIS SRIe :: - DataSend | Clients: [ All Connections () +| <+ Discon| § Clear £ Clear
: his iz test
™ Petiod [1000 ms | "
% Send
= Shorteut Hiztory
[ i [ R i e Reasv! [ e [ momz [ 1 Reset |
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3.4 UDP Server

Select Serisl Utility>>>PORT-RS485 in turn,select UDP Server as the network protocol, choose the data
type according to your needs. Generally, the choice is Raw date. You need to remember the local port after
setting. When establishing a UDP connection, you need to use the IP address and port number of the serial
server. The baud rate, data bit, stop bit and parity bit of the serial port are configured according to your needs.
After the configuration is complete, click SAVA & APPLY.

A Route Status Configuration

& Network Setting

Network Settings
L3 Serial Utility

Enable
PORT-RS485
B a7 Network Proto I UDP Server ~ I
9 Route Setting Transport Protc  Raw data v
# Service Manage Local Port | 4002 |
= VPN Service
Maximum number 6 v

® System
Time Out(s) 300

B Logout

Serial Settings

Baud Rate 9600 v
Databits 8 v
Stopbits 1 ~

Parity  None g

SAVE & APPLY

Maximum number: The default is 6, which means that up to 6 UDP Clients are supported to connect to the
same serial port.

Time:Out (s): The default is 300, which means that after the UDP Server establishes a connection, if there
is no data, the connection will be disconnected after 300 seconds. If you need a permanent online connection,
you can set the value to 0.
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The software settings are as follows, Protocol selects UDP, Local host addr selects the same network
segment IP set by the computer and the device, and the Local host port defaults to it. Click Open after setting.

i _ TCPADP Net Assistant

~Settings Data log Hethssist ¥4.3. 26
(1) Protocol

[wr =]
(2) Local host addr
[192.1683101 |

(3) Local host port
|1{rm1

@me|

~Recv Options

+ ASCII  HEX
v Log display mode
v Autp linafesd

[~ Eecv zave to file_
AutoScroll Clear

THL % HIEGE

i+ ASCII " HEX
v Use escape chars

¥ AT CMD auto CE+L]
I~ Append checkeode
[ Send from file ..

I Period [ﬁm

Dat:aSendl § Clear 1 Clear

Thiz 1= test

Send
Shortout Historw
& Readv! | 7/44 | RX:124 | TX:384 Reset | ,

After opening, fill'in "192.168.0.233:4002", the server's IP address and port number, separated by *.
[~ Append checkeode
[ Send from file ...

I Period |1000 ms

DataSeﬂdl Remote: |192.163.3.1 4002 s ""Clemi ¥ Clear 4_ Clear

Thiz 1= test

Send
Shortout History
L€ Readv! | 7144 I RX:124 |  TX:584 Reset |
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CEEN RS

UDP Server and UDP Client send and receive data diagram.

TEPUDP Net Assistant;

ROERE

R OAEE

mog[oows -]

R (TR0 -

[2022-07-26 10:41:39:448] This is test
[2022-07-28 10:41:40:528 ] Thi= is test

firda {5 |MOME -
#iRL |0 |
bt =l

@ =n
BEeE
I sl
¥ Bz T
v B E
I i
I g
{ETeiE izl

CEEERRE
I BEZHHER. .
™ BEhEEERhn
I RERREE

[ Settings
(1) Protocol

UDP =

1(2) Local host addr

:::::

~Recv Options:
& ASCI ¢ HEX
v Log display mods
¥ Auto linefeed
™ Recv save to file..
jutoSorell Clear

—Send Options:
5 ASCI  HEX
[V Use escape chars
[V AT CMD auto CR+L
I~ Append checkeode

Datalog Hethssist V4.3.26

[2022-07-23 10:41:33. 320]# SEND ASCIT TO 192. 165.3.1 :4002>
This is test

[2022-07-28 10:41:40.402]# SEHD ASCIT TO 182, 188.3.1 :4002>
Thisz iz test

[2022-07-23 10:41:44.362]# RECY ASCIT FROM 192, 168.3.1 :4002>
This is test

[2022-07-28 10:41:46.083]# RECY ASCII FROM 192.168.3.1 :4002>
[hiz iz test

[2022-07-23 10:41:47. 102]# RECY ASCIT FROM 192, 168.3.1 :4002>
This is test

I st 1DCD# 2fXD8 3THD6 4DTA8 SGND# SDSH@ 7RIS BCTS# SRie || i Daia Send | Remote:  [192.1683.1-4002 7| *Clean| & Clear 4 Clear
I EEBE[1000 5 |[[his is test e [~ Period [10p0 ms | |70 s test o
’ en
praCs iV 1N Shorteut History
5 i e
L& gheE [ TH1ER [ Ri132 Bt | 1 Readv! 10/46 | RX:160 | TX 608 Reset 4

3.5 UDP Client

Protocol select UDP, Local host addr select the |IP address set by the computer, which is in the same
network segment as the device's LAN port IP. The Local host port is the default, and the client settings need
to use Local host addr and Local host port,click Open.

C..' 'et _-tssiut

[ Settings
(1) Protocol
| vpp

(2) Local host adds
[192.168 3101

(3) Local host port
|1£rm1

Data log Bethssist ¥4 3 76

E
]

® op |

Select Serisl Utility>>>PORT-RS485 in turn,choose UDP Client as the network protocol, and choose the
data type according to your needs. Generally, the choice is Raw date. You need to remember the local port
after setting. The IP address and port number of the serial port server are used when establishing a UDP
connection. Compared with UDP Server, UDP Client has an additional server IP address and server port
number. The purpose of this addition is to ensure the security of UDP data transmission. Network data only
receives data from the server IP and server port number. The rest of the data are denied access. Configure
the baud rate, data bit, stop bit and parity bit of the serial port through the serial port configuration bar
according to your needs. After the configuration is complete, click SAVA & APPLY.
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Route Status
Network Setting

Serial Utility
PORT-RS485

PORT-RS232
Route Setting
Service Manage

= VPN Service

System

Logout

Contiguration

Network Settings

Enable

Network Proto | UDP Client

Transport Proto . Raw data

Local Port | 4002

Maximum number | &

Time Out{s) = 300

Server IP Address

192.168.0.100

Server Port | 10001

Serial Settings

Baud Rate | 9600
Data bits | &
Stop bits | 1

Parity None

In the next step, the following information needs to be filled in the software.

 Per
Shorteout

[~ Appeod checlicods
[ Send from filz ..

EthHMI Remots:

§192.168 3 1 :4002

1000 ms Thiz 1= test

History

Send

«| *+Clean| § Clear ¢ Clear

£ Readw!

| 13/48

I RX:-106 |

TX:632

__Reset |

UDP Client and UDP Server send and receive data diagram,

GFFA V423

CEROEE

[ FROEEEE

sne [0
g0 ]
o [
wiEe[l
el -

@ xm

CEERE

I sl
F Bt En
v SriElRdia
™ +rhilen
[ EEiElEn

B3R il

CRIEERE

I~ BRHEEE
I BEhEEp
[ EESBahEs
[ sk

[2022-07-28 10:48:47:3071 This iz test
[2022-07-28 10:48:48:130] This is test

1DCO# 2R<D@& 37<0@ 40DTH& S5GND# EDSAR# 7RTIS# BCTS# SR

[ Settings
(1) Protocol
UDP hd

(2) Local host adde

W Log display mode
¥ Avto linefesd

™ Recv save to file
AutoSeroll Clear

TEPTDP Net

Datalog

Hethssist ¥4.3.26

[2022-07-28 10:48:47. 18014 SEHD ASCIT TO 192 168,31 :4002>
This iz test

[2022-07-26 10:45:45.012]% SEND ASCIT TO 192, 166.3.1 :4002>
Thiz iz test

[2022-07-26 10:48:49. 97514 RECY ASCIT FROM 192, 166, 3.1 :4002>
This iz test

[2022-07-25 10:48:50. 78514 RECY ASCIT FROM 192, 168 3.1 :4002>

WThis is test

[2022-07-78 10:48:00.085]4 RECY ASCIT FROM 197 168 3.1 :4002>

illThis is test

e Oplions

{s ASCIT (" HEX

[ Use escape chars

¥ AT CMD auto CR+L]
I Append checkcode

192.168.3.1 :4002)]

Data Send | Remote:

I~ Send from file .
I EEERE 1000 ms | [rhiz iz test I Period Wm This is test
i o Send
TR A K S
I B! T [ To:240 [ Rx:180 Bt o 1 Reasv! I 1650 [ RX232 f TX 656 Reset | 2|

If the data is not sent from the server IP and port, it will be rejected.
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LCP/UDP Net Assistant

™ +FHHIET
I~ EEERET

REREE
I BEXHEEER. .
™ BEhEEERthn
I RERSIEE

127E3EE Al

- GHBIIREIEE -

TEROEE ~SE O AR @A V423 Satting:
sos[ooMs -] (1) Protocol
s 00 - Rl =
s o <] (Lo oyt ads
#iRMG 18 = (3) Local host port
AL = 10012

HEEER Recy Options
I~ Bl SN gl |
¥ HERTET ¥ Log display mode <
¥ E R ¥ Autolinefeed

Data log

Hethssist ¥4.3. 26

[2022-07-28 11:06:16, 555]% SEND ASCIT TO 192, 188 3.1 :4002>
This is test

[202z-07-26 11:06: 16, 66G1% RECY ASCIT FROM 192, 168.3. 1 -4002>
lccesz denied

[2022-07-26 11:06:17. 45714 SEND ASCIT TO 192 168, 3.1 ©4002>
Thiz iz test

[2022-07-26 11:06:17. 46814 RECY ASCII FROM 192 168.3.1 :4002>

i fhccesz denied

™ Recv save to file...
futoSerell Clear

| Send Options
(¢ ASCII (" HEX
[+ Use escape chars
[¥ AT CMD auto CR+LI

il [202z-07-26 11:06: 18, 6451% SEND ASCIT TO 192 168 3.1 140023

Thiz iz test

[2022-07-28 11:06:15. 640]% RECY ASCIT FROM 192 165.3.1 :4002>

hocess denied

[~ Append checkcode

1921683 1:4002 v| *Clean| & Clear % Clear

I fE bl 10C0# 2ZR<D@ 3TxD@ 4DTR# SGND# GDSR® 7ATS® SCTS# SR i Data Send | Remote
I~ EEEEA1000 o= | [Thic iz test et 1000 o Thiz is test
. S Sead
TEEA A &R Shorteut  Hstory
& Bl & I TH:372 | Ri:456 Stoits| ] 1€ Reaswt [ 3081 [ RX424 [ Tx1028 Reset |

3.6 Modbus TCP

Select Serisl Utility>>>PORT-RS485 in turn,Select Modbus TCP as the network protocol. After setting the
local port, remember to configure the baud rate, data bit, stop bit and parity bit of the serial port through the

serial port configuration bar according to your needs. After the configuration is complete, click SAVA &

APPLY.

Route Status

Network Setting

Serial Utility

PORT-RS485

PORT-RS232
Route Setting
Service Manage
VPN Service
System

Logout

Configuration

Network Settings

Enable

Network F‘rotol\ Modbus TCP

Local Port | 4002

Maximum number 6

Time Out(s) 300
Serial Settings
Baud Rate 9600
Databits 8
Stopbits 1
Parity  None

SAVE & APPLY

Here you need to use ModSim32.exe and ModScan32.exe to simulate the use, first open the software
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ModSim32, File>>>New to create a new file, Connection>>>Connect>>>Port 3 (the choice here is the connection

between your computer and the device port).

;i ModSim32 - ModSim?1 - | X

The pop-up dialog box is as follows, the baud rate, data bit, it and parity bit are changed according
to the values set on the web page.

Setup Comm Port 3 >

~Protocol

[T Dand el /EWROF proteco:

Band HE00 -

Data

|E vI
\ Stop |1 j‘
||:|]:|]:| - I

Parity

N —~Hardware Flow Contral
[~ Yait for OTE from Master
Delay ||:| mz after ETS before
transmitting first

% [T Wait for CTS From Mas

Delar ||:| ms after last
% character before
% | 0K I C:a.ncej.

Open the software ModScan32, Connection>>>Connect.
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B WodScan32 - ModScal - O X
File Connection Setup View Window Help

R
Disconnect 3

Auto-Start »
= QuickConnect
| Device Id: | 1
Address: (0001 Number of Polls: 0
MODBUS Point Type Valid Slave Responses:
Length:  [10 [01: coiL sTaTUS -
Reset Ctrs

The pop-up dialog box is as follows, select Remo P Server, fill in the IP Address and Service
Port, and then click OK.

1 Connection Details b &

Connect Using:
Remaote modbusTCP Server ;l

IP Address: |192.168.3.1
Service Port;  [4002

— Conmguranan

—Hardwiare Flowi Contral

Baud B ate: |_'|92|:":| vI [ Wit for DSE from slave
[T Wit for CTS from slave
Whord Length: |E vI
DTA Control  [Disable =l
Pary:  [NONE E ATS Contrcl  [Disable ]
e |-| 1|rI Delay ||:| rz after RTS betore
Sl tranzmitting firzt character
[relay ||:| m after last character

before releasing R TS

Pratocol Selections |

| k. I Cancel |

The selected settings in ModSim32 and ModScan32 software need to be consistent.
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B | odScan32 - ModScal i ModSim32 - ModSim1
File Connection Setup View Window Help File Connection Display Window Help
D|=(=| =& BED Sl2|

Device Id:

Address: MODBUS Point Type
[o:cocstatus 4|
Length: |10

Device Id: | 1
Mumber of Polls: 30 ‘

Address: (0001 <
- MODBUS Point Type Valid Slave Responses: 0

Length: [10 [01: coiL sTATUS -l Reset Cirs |

buto Simmlation |

The effect is as follows r
a

&R Modscand? - Modsea! — O ¥ | i ModSim32 - MedSim1 - 0
Eile Connection Setup View Window Heip File Connection Display Window Help

Olele| (e EE& &2

e ojm

Device id: | 1 |
Address: VionRS P Number of Palls: 350 I

Valid Slave Responses: 0

Length: 10 |o1: colL sTATUS =l fisel W‘l =

Device 1d: | 1

Address: m MODBUS Point Type
- 01: COIL STATUS -
Leng
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3.7 Transport Proto

When selecting TCP Server, the data type also has the option of Telnet (RFC2217), and a software
putty.exe is used here.Select Serisl Utility>>>PORT-RS485 in turn,Select TCP Server or UDP Server as the
Network Proto, and Telnet (RFC2217) as the Transport Proto. After the configuration is complete, click SAVE &
APPLY.

Route Status Configuration
Network Settin: .

g Network Settings
Serial Utility

Enable

PORT-RS485
I — Network Proto  TCP Server ¥
Route Setting Transport Proto | Telnet (RFC2217) ~
Service Manage Local Port 4002
PN sctee Maximum number 6 v

System

Time Out(s) 300
Logout

Serial Settings

Baud Rate 9600 b 2
Databits 8 v
Stop bits 1 v

Parity  None v

Open the putty.exe software; fill in the server IP address and port number, select Telent for Connection
type, set as follows, click Open after the configuration is complete.

#2 PuTTY Configuration ? X
Category:
&- Session | Basic options for your PuTTY session |
D T“" I_.og?ing Specify the destination you wart to conn
Tml;z:board Host Mame (or P address) Port
- Bel [192.168.3.1 4002
- Features Connectiog
=~ Window () Raw Rlogin () 55H () Seral
gp;aearance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
(- Selection | |
Coloyrs Default Settings o
[=1- Connection WinSCP temparary session —
.. Data o
- Proy : =
- Telnet Delete
- Rlogin
E- 55H
e Close window on ext:
() Always () Never (®) Only on clean exit
S -
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If no error is prompted after opening, a pure black dialog box will be displayed, as shown below.
| 192.168.3.1 - PuTTY - O *

Click the putty dialog box, enter any character, and the result is.asfollows:

= — = EP 19216831 - PUTTY ~

COM Settings Data receive

COM3 IO T T
Porhum | B2 [2021-12-03 14:08:00:563] =

Baudp 300 [2021-12-03 14:08:02:4537 1

[2021-12-03 14:08:03:6107 q
DPaty JNOME | |l fonoi—1p-0s 14:08:03:8200 w
Dateg |8 [2021-12-03 14:08:04:0737 e

[2021-12-03 14:03:04:323) v

StopB 1 :I [2021-12-03 14:08:04:576] t

- [2021-12-03 14:08:04:861] ¥

@ Close [2021-12-03 14:08:05:140] u

g [2021-12-03 14:08:05:440] i
[2021-12-03 14:08:05:736] o

[2021-12-03 14:08:05:9281 p

Fecr Options

[ BReceive to file... || fono1 1203 14:08:06:420] [
v [z021-12-03 14:08:06:707] ]
[V Show timestamp [2021-12-03 14:08:07:0427 %

[2021-12-03 14:08:07:742] &
[2021-12-03 14:08:07:992] 5
[2021-12-03 14:08:08:293] d

[ Receive as hex

[~ Fause receive

Save... Clear [2021-12-03 14:08:08:563] £
[2021-12-03 14:08:08:839] ¢

Send Options [2021-12-03 14:08:09:1431 k
[ Data from £ile .. ||| [2021-12-03 14:08:09:412] j

[2021-12-03 14:05:15:525] 1

B ey [2021-12-03 14:08:16:760] 2

[~ Auto clear input Fonoi—12—n2 14-ne-1E-a281 %
[~ Send as hex 1DCD# 2FRxD& 3T<D& 4DTR&
[” Period |1000 ms
Load. .. Clear
[& Ready! T "_FD
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Chapter 4 Route Setting

4.1 Firewall on and off

The firewall is enabled by default. When doing DMZ and Port Forwards, you need to disable the
firewall. Steps to disable the firewall, go to the navigation bar "Routing Setting" - "Firewall", select
disable the firewall, and then click "SAVE & APPLY".

A Routing Status Firewall

@ Network Setting

4 Routing Setting 1 Routing Setting Firewall  Disable v | o select Disable

Static Routes

DMZ
Black/White List SAVE & AP P LY o

s 2 Firewall

4.2 DMZ

The DMZ function can map the WAN port address:to.a certain host on the LAN side; all packets to
the WAN address will be forwarded to the specified LAN side host to achieve bidirectional
communication. In fact, it is to completely expose:a-host in the intranet to the Internet and open all ports,
which is equivalent to all port mapping. It is equivalent to using the public IP directly.

First, you need to disable the firewall, click "Routing Setting" - "DMZ" in the navigation bar, click
Enable, set the IP address assigned by the lan port to the connected device, and forward all the ports of
the connected device,It can be accessed directly through the IP address of the wan port.

Enable: Tick Enable.

Internal IP address: The ipraddress of the local device or the ip assigned to the connected device
through dhcp.

DMZ actually forwards all ports of the device. After the configuration is complete, click "SAVE &
APPLY" to. make it take effect.

A Routing Status DMZ
0 MZ b ar ws one lo to be exposed to the Internet for a sp -pu rvic
@ Network Setting The DMZ host feature allows one local host to be exposed to the Internet for a special-purpose service.

1 RoutingSetting 1 | Routing Setting

Static Routes 9 Check to enable
Port Forwards
Internal 1P sddrassl 192.168.2.1 v | [+ X Select or enter the IP address to forward to

DMZ

Black/White List

5o SAVE & APPLY e
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Check the IP of the wan port, you can directly access the connected device through the IP of the

wan port. If you can't access it, the possible reason is that the firewall of the connected device is opened,
and you need to turn off the firewall of the connected device.

A Routing Status Network Configuration

@ NetworkSetting 1 | Network Setting

4G Modem

Status Uptime: 0h 11m 41s
WAN Setting 2 L WAN Setting 4 MAC-Address: 10:6974:5000:2
oo X 208.42 M8 (2
LT

LAN Setting
DHCP Setting

WIFI Access Protocol = DHCP address v
Point

WIF Client Override MTU 1500

Time Reboot

Watchcat
SAVE & APPLY

Diagnosis
You can access the connected device directly through the IP of the wan port.(Note: The computer
needs to be in the same local area network as the IP of the wan portsbefore it can be accessed)

- C A Notsecure || 192.168.20.132fcgi-bin/luci ® s« O @ (Update H]

ZSeriallink ASWEFIR

Language : English v

Authorization Required

Password

4.3 Prot Forwards

Compared with the DMZ, port forwarding is a more refined control, which can forward the data
packets sentito a certain port to a certain host on the LAN side, and can realize the transfer of different
ports to different hosts.

First you need to disable the firewall.

Navigation bar "Routing Setting" - "Port Forwards" setting menu, enter the "Port Forwards"
interface to configure.

A.Name: Specify the name of this rule, which can be a meaningful name.

B.Protocol: Specifies the protocol to be forwarded, which can be TCP, UDP, or TCP/UDP.

C.Internal IP address: Select the IP address that needs to be forwarded to the external network.

D.Internall port: The port to be forwarded by the connected device or the machine.

E.External port: Add this external port through the wan port ip to access the connected device.

D.After configuration, click the "ADD" button to add a forwarding rule. Click the "SAVE & APPLY"

button to make the rule take effect.
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Routing Status Port Forwards

. f : 2 - .
Network Setting Completely forward the communication sent to a port of the external network to a designated port of an address of the internal network

Routing Setting | 1 | Routing Setting

Static Routes Protocol External Forward to internal Enable Sort
Port Forwards Port Forwards
This section contains no values yet
DMZ
Black/White List New port forward
Firewall
Name HTTP
DDNS/FRP
= VPN Service Protocol TCP ™

System Intemal IP address | 192.168.2.1 Sl K : 2 Fill in the port forwarding
Iicsgau configuration

Internal port 80

External port 500

o

After the addition is successful, a port forwarding rule will be added. Click "SAVE & APPLY" to make
the rule take effect. Multiple rules can be added.

Port Forwards

Completely forward the communication sent to a port of the external network to a designated port of an address of the internal network.

Port Forwards

Name Protocol External Forward to internal Enable Sort
HTTP IPva-tcp port 500 IP 792.7168.2.1, port 80 u -
New port forward
Name New port forward
Protocol TCP+UDP v
Internal IP address v
Internal port

External port

E & AP

View the wan port ip, and access the internal port of the connected device or the local device

SAVE & APPLY 5]

through the wan port ip and external port number.

A Routing Status Network Configuration

@ NetworkSetting 1 | Network Setting

4G Modem
Status Uptime: 0h 11m 41s

WAN Setting

LAN Setting

DHCP Setting

WIFI Access
Point

WAN Setting

Protocol

m MAC-Address: 1C:59:74:50:00:3E
ih RX: 208 42 MB (2520038 Pkts )
“ TX:1.19GB (14112997 Pkts))

IPv4]192.168.20.132) 24

DHCP address v
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Access the internal port of the connected device through 192.168.20.132:500.(Note: The computer
needs to be in the same local area network as the IP of the wan port before it can be accessed)

&« C A Not secure | [192.168.20.132:5004cgi-bin/luci ® ¥ [0 & ( Update i

ZSeriallink ASW-FIR

Language English bt

Authorization Required

Password | |

4.4 Black/White List

4.4.1 White List

Restrict all non-whitelisted hosts from accessing the external network through the local device.
For example, all devices cannot access the Internet, and only a certain computer can be allowed, then
this computer can be added to the whitelist.
A.Name: Customize the name.
B.Protocol: All protocols are selected by default, choose according to your needs.
C.Match ICMP type: All types are selected by default, choose according to your needs.
D.Local IP address: The IP address of the device added to the whitelist, the IP address change
caused by man-made or-other reasons, will change the device that can access the Internet.
E.Local MAC address: The MAC address of the device added to the whitelist will not be invalid even
if the device IP.address is.changed.
F.Destination IP address: If not selected, it means all networks. You can also enter an IP address,
such as the public network server IP.
G.Action: Whitelist mode select ACCEPT.

A Routing Status Black & White List

By filtering IP addresses and MAC addresses, black and white lists can help manage the network connection status of access devices

@ Network Setting

4 Routing Setting Routing Setting §

Static Routes (X check Enable

Port Forwards . e *
Mode | White List g o select White List

DMZ

Black/White List 2 [ Black/White List

Firewall
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New list

(5 Customize the name, choose
one of the local IP address and

I the local MAC address, here the

target address is the server's

v public network address, and the

action is ACCEPT

icc o0 o

After clicking Add, a rule will be automatically refreshed in the page list, click "SAVE & APPLY".

Name Protocol Local Destination Action Enable Sort

259 P 192.168.2.59 Prar e dl Accept forward . .
o0
SAVE & APPLY o

After adding the whitelist, you can only access the public network address of the server, but cannot

access the Internet. At the same time, other computers can neither access the public network address
nor the Internet.

from
from
Irom

of data:

from
from

e el T
o mmom

If the target address is empty, it means that the devices in the whitelist can access all networks, but
other devices cannot. If you want to disable the blacklist and whitelist functions, you just need to
uncheck the “SAVE & APPLY” option.
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4.4.2 Black List

Restrict the host in the blacklist from accessing the external network through the local device. For
example, if a computer is prohibited from accessing the Internet, the computer can be added to the
blacklist.

A.Name: Customize the name.

B.Protocol: All protocols are selected by default, choose according to your needs.

C.Match ICMP type: All types are selected by default, choose according to your needs.

D.Local IP address: The IP address of the device added to the blacklist, the IP address change
caused by man-made or other reasons, will change the device that refuses to access the
Internet.

E.Local MAC address:The MAC address of the device added to the blacklist will not betinvalid even if
the device IP address is changed.

F.Destination IP address:If not selected, it means all networks. You can also enter an IP address,

such as the public network server IP.

G.Action: Blacklist mode select REJECT.

A Routing Status Black & White List

@ Network Setting By filtering IP addresses and MAC addresses, black and white lists can help manage the network connection status of access devices.

£9 Routing Setting Routing Setting

Static Routes (:X Check to enable
Port Forwards | Mode | Elseictin v | [+ Select Black List
DMZ

S Black/White List

Firewall

& DDNS/FRP Name List

= VPN Service Name Protocol Local Destination Action Enable Sort

® System o )
This section contains no values yet

B Logout

New list

Name 259

Frotacol All g

[ X Customize the name, choose one
MaenicMP e | al v of the local IP address and the
local MAC address, here the
target address is the server's

Local MAC address v public network address, and the
action is REJECT

Local IP address 192.168 2 59 (40:8d-5¢:Taf3:f7) -

Destination IP address " = o= v

Action REJECT @,

Y o [

After clicking Add, a rule will be automatically refreshed in the page list, click "SAVE & APPLY".

MName List

Name Protocol Local Destination Action Enable Sort

259 All IP 792 768.2.59 IP 78377 " =2 Refuse forward . . DELETE
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o0
SAVE & APPLY o

After adding the blacklist, you cannot access the public address of the server, only the Internet;.and

other devices are not restricted.

aldu. com

If the destination address is empty, it means that the devices in the blacklist cannot access all
external networks. If you want to disable the blacklist:and whitelist function, just uncheck the enabled
option, "SAVE & APPLY".
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Chapter 5 Service Manage

5.1 CWMP

CPE network management protocol (TR069) is a data transmission protocol that can be used in
conjunction with the remote management platform of SanoLink to achieve remote operations such as
restart, upgrade, and configuration. Navigation bar "Service Management" - "CPE Network Management
Protocol (TR069)", set the STUN server address and ACS as the server IP address, and enter the
corresponding account and password; Other configurations are consistent with those of the server.
After the configuration is completed, click "Save&Apply". The account password is provided by the
server, and you can enter the device information on the server for remote.management.

Route Status CWMP

Network Setting
General Settings  Physical Settings

Senial Utility . [:X Check Enable;
nable

Route Setting

> 1 Service Manage Port 7547
Service Manage

i Username  easycwmp
[+ X Fill in according to the server CPE user name and
SNMP Password || ssessess : password

Dynamic DNS

L

Authentication  Digest v

Frp Client

STUN Settings

[ Tick Enable

STUN ServerAddress | 192.168.16.243 e Fill in the server IP and pOI"t number

STUN ServerPort 10010

STUN ServerUsername

(=X Fill in the STUN user name and password

STUN ServerPassword =

STUN ServerMax Keepalive | 60
Period

STUN ServerMin Keepalive| 10 5 >
Period o Parameters are conﬁgured accordlng to server settings

STUN ServerKeepalive Pericd]| 5

ACSURL  http ,..acs (s X Fill in the IP and ACS port number of the server

Usemname | easycwmp

ACS Settings

L6 X Fill in the ACS user name and password
Password | «esseses -

Parameter key

Periodic enable g
{7 X Parameters are configured according to server settings
Periodic interval | 100 |

SAVE &APPLY 2]
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5.2 SNMP

Simple Network Management Protocol (SNMP) is a data transmission protocol that can be used in
conjunction with the SanoLink remote management platform to achieve remote operations such as
restart, upgrade, and configuration. Unlike TR069, the SNMP protocol requires interoperability between
the device and the server. Both parties can initiate UDP connections, which is applicable to the intranet.
Although the network requirements are high, the configuration is quite simple, and can be used as long
as you check Enable. "Navigation bar" Service Management "-" Simple Network Management Protocol *,
check Enable, and other values remain at the default values. After configuration is complete, click"
Save&Apply "to complete client configuration. Enter device information on the serverito perform remote
management".

A Route Status SNMP

@ Network Setting

General Settings

2% Serial Utility 9 Tick Enable
Enable

™ Route Setting

& Service Manage L

CWMP
| miboid = 1.3.6.1.4.1.2021.220 | (<X The miboid value remains unchanged without special
SNMP =
Sl requirements and no need to change

Dynamic DNS persist ()

Service Manage

Frp Client

E= VPN Service SystemSettings

K System sysName = SLK
[ Logout

sysLocation  office

sysContact  bofh@example.com

SAVE & APPLY X5]
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9.3 Frp Client

Frp is to provide http or https services in multiple external network environments by using
machines behind the intranet or firewall. For http, https services support domain name-based virtual
hosts, and support custom domain name binding, so that multiple domain names share one port 80; Use
the machine behind the intranet or firewall to provide tcp and udp services to the external network
environment, such as accessing the host in the company's intranet environment through ssh'at heme.

The main functions of frp: the external network accesses the internal network machine through ssh;
the external network accesses the port forwarded by the internal network machine through frp through
the public network address plus the port number; custom binding domain name accesses the internal
network web service.

The premise of configuring intranet penetration is to ensure that the router can access the Internet.
If the router cannot access the Internet, the intranet penetration cannot be performed. Navigation bar
"Device Management" - "Diagnosis"; and disable the firewall, navigation bar "Routing Setting" -
"Firewall".

If you can ping 8.8.8.8, it means that the device can access‘the Internet, For details, see Chapter 2.9.
Disable the firewall. After choosing to disable the firewall, click,"SAVE & APPLY".

5.3.1 Connect to Frps

Preparation before configuration:

(1)One public network server.

(2)0One router (a router that supports frp, that is, 1intranet server).

(3)0ne domain name is bound to the public network server.

The frp client configuration is.as follows:

()The client needs to add the .configuration of the server first to connect to the server, the
navigation bar "DDNS/FRP" - "Frp Client", select "Servers",There is an empty server by default, you can
directly click to modify it, or you can directly delete it and add one yourself.

A Routing Status
Settings Rules Servers e Server

@ Network Setting

Frpc - Frps Servers
™ Routing Setting E £

CORUBN/ERE - DDNS/FRP lias Server Addr Server Port TCP Mux Sort

Dynamic DNS
None ? 7 False . . DELETE
Frp Client

o &l

E VPN Service

® System

SAVE & APPLY
B Looan e
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A Routing Status

Settings Rules e Servers

Frpc - Frps Servers

@ Network Setting
M Routing Setting
@ poNs/FRP 1 DDNS/FRP

Dynamic DNS

. 2 ? False - - EDIT
Frp Client 2 Frp Client

= VPN Service | ADD | [+ X ADD

Server Addr Server Port TCP Mux Sort

K System

SAVE & APPLY
© Logot EEsaE

(2)After clicking "ADD" or "EDIT", a page for editing the frps server will pop up, configure it
according to the settings of the server, and click "SAVE & APPLY" after the configuration.is complete.

A Alias: To customize the name of a server, you can define a meaningful name.

B.Server addr: The address of the server (usually the public IP address).

C.Server port: The port set by the server.

D.Token: The password set by the server.

E.TCP mux: View and view are consistent with the server side. If the server side TCP mux is true,

you need to choose here, if not, you don't need to choose.
F.Click "SAVE & APPLY" after the setting is complete.

Settings Rules Servers

Frpc - Edit Frps Server

Alias  frpe

Server addr 7 By gl

Serverport 5443 [sX Configure the port, token, and TCP mux according to the

Token = sssssane

i)

TCP mux

(3)After the addition is successful, there will be an additional frp server, click "SAVE & APPLY" to
start the server.

Settings Rules servers

Frpc - Frps Servers

Alias Server Addr Server Port TCP Mux Sort

frpe 1€ ) 5443 True . EDIT

(4)Next, go to the "Settings" page of "Frp Client", start the frpc client, and configure as shown below.
After the configuration is complete, click "SAVE & APPLY". After the configuration is complete,
"Running" will appear on the "Common Settings" page,prove that the frp client has been started.

A.Enable: Tick Enabled.
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B.Server: The server alias you just customized.
C.Run daemon as user: Generally choose the default, you can modify it according to your needs.

D:Enable logging: Tick as required.
E:After the configuration is complete, click "SAVE & APPLY".

B iy

Frpc - Common Settings

Frp is a fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet

Running

General Options Advanced Options

[¢X Check to Enable
Server fipe MK 2 X Select the server you just added

Run daemon as user - default --

Enable logging [O)

SAVE & APPLY @

Displaying that the service is running indicates that the frp client has been successfully started.

Settings Rules Servers

Frpc - Common Settings
Frp is a fast reverse proxy to help you expose a local server behind a MAT or firewall to the internet.

(5)Next, go to the "Rules" page of "Frp Client", click "ADD", there is a rule by default, if you don't

need this rule, you can delete this rule, keep it if you need it, and add a new rule directly.

Settings Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

] ssh TCP 127.0.0.1 22 6000 EDIT | DELETE

(6)After adding, an "Edit Proxy Rule" page will pop up, there will be different protocol types, and the

functions implemented by different protocol types are different.

e-Mail: info@seriallink.net

WEB: www.seriallink.net



http://www.seriallink.net
mailto:info@seriallink.net

;}f’ff’Sﬂﬂﬂ"]ﬂﬁ SLK-R680 Industrial 4G CPE With Wifi6

Settings Rules Servers

Frpc - Edit Proxy Rule

5.3.2 Add TCP proxy protocol

The TCP protocol supports ssh connection, and also supports forwarding the page port (usually port
80)Through the public network, the remote port can access the page of the local device.

On the "Edit Proxy Rule" page, configure according to:the requirements as shown in the figure
below. After the configuration is completed, click "SAVE & APPLY", and you will return to the "Proxy
Rules" page, and there will be an additional rule on the page,click "SAVE & APPLY" again to make the
rule take effect. Finally, you can access the local port opened by the local device through the public
network ip: port number (format: 106.107.108.109:5555, where 106.107.108.109 is the public network
address). You can add multiple tcp rules, just make sure that the remote ports are not the same. If the
remote ports are the same as the previous ones, the latest ones will overwrite the previous ones, and
the previous rules will not take effect.

A.Disabled: If checked, it:-means to disable this rule.

B.Proxy Name: Customize a proxy name. The proxy name cannot be repeated, otherwise it will not

take effect due to name conflict.

C.Type: Select the TCP protocol.

D:Local IP: Fill.in the ip of the local machine or the ip allocated by the lan port of the local machine
for the connected. device. (The ip address of the device that needs to be accessed through the
public network).

E:Local port: The selected device needs to be forwarded to the port of the public network.

F.Remote port: Add this remote port to the public network address to access the local port opened

by the corresponding local device. This port number should not be the same as other rules, and do

not use the occupied port, otherwise this rule will not take effect.

G.Use encryption, Use compression: Check these two as needed.

Multiple rules can be added, as long as the remote port numbers do not conflict.

After the configuration is complete, click "SAVE & APPLY".
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Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled [

Proxy Name HTTP

Type TCP v

Local IP | 127.0.0.1 [1 X Configure the forwarding rules, here is to forward the 80
port of this device, that is, the webpage, and you can
access it through the server's public network IP plus the
Remote port 5555 port number.

Local port 80

Use encryption ]

Use compression (]

save & appLy B v
After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

) ssh TCP 127001 22 6000 EDIT DELETE
|m] HTTP TCP 127001 a0 65555 EDIT DELETE

SAVE & APPLY e

Access the local port of the local device through the public network ip and port number, and
106.107.108.109:5555 to access 192.168.2.1 (default port 80).

&« C A Notsecure | L.5555fcgi-bin/luci ® « O @

ZSeriallink  AGWEFI R

Language English v
Authorization Required

Password I |

Multiple tcp rules can be added. It is necessary to ensure that the remote port number and proxy
alias are not repeated with those previously set. If they are repeated, the rule may not take effect even if
it exists.
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5.3.3 Add STCP Proxy Rules

(1)STCP needs to configure the client and the access terminal, of which 192.168.2.111 (the device
connected to the lan port) is used as the client, and the PC is used as the access terminal. The access
terminal can access the client by binding the local IP and port.

A.Disabled: Checking here will disable this rule.

B.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will
not take effect due to conflict.

C.Type: Select the STCP protocol.

D.Local IP: The IP address assigned by the local device or the lan port to the connected device.

E.Local port: The device needs to open a port to the public network.

F.SK: Set a password, the access terminal needs to enter the SK set here when accessing the
device.

G.Use encryption,Use compression: Configure as needed.
H.Role,Server name,Bind addr,Bind port:These four as clients do not need to be set.

Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled (]
Proxy Name  stcp
Type  STCP i

Local IP | 1921682111
Local port 80 (1 X Here 192.168.2.111:80 refers to forwarding the login web
Use encryption [ page of a routing device in the same network, and there

is no need to fill in the blank

Use compression (]

Role

Server name

]

Bind addr

Bind port

SAVE & APPLY e

After'generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.
Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

] ssh TCP 127.0.0.1 22 6000 - EDIT |l DELETE
= step STCP 192.168.2.111 80 Not set EDIT [l DELETE

SAVE & APPLY Lz
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If the PC wants to access the connected device of the router as the access end, it needs to be a
client of frp, and it is also the stcp protocol, but it needs to set the visitor role and bind the local address
and port. The frp file for Windows can be downloaded from the company's official website. After
downloading, open the frpc.ini configuration file for configuration.

-~

MName Date modified Type Size
systemd File folder
[ frpc.exe Application 10,807 KB
>£| frpc.ini Configuration sett... 1KB
sﬂ frpc_fullini Configuration sett... 11 KB
[] frps.exe Application 13,814 KB
>D frps.ini Configuration sett... TEB
:_'| frps_full.ini Configuration sett... 6 KB
ij LICENSE File 12KB
[ @
| File Edit Format View Help

\[common]

#Server public address
server_addr = 178 &” “&8" &
#server port . . . . .
server_port = 5443 It can be consistent with the configuration of the public network
#The server provides the token for authentication server

token = slk100200

#Prevent exiting after a connection failure
login_fail_exit = false

#Connect to the server through the TCP protocol
protocol = tcp

#consistent with the server

tcp_mux = true

pool_count = 0

tls enable = false

heartbeat_interval = 30

heartbeat timeout = 90

|[stcp_abc]

\#select stcp protocol

|type = stcp

|#in the role of visitor

[role = visitor |
#Agent name for client
Iserver_name = stcp
#Consistent with the client's SK

Visitor role needs to be set as visitor

To be consistent with the proxy name of the client to be accessed

sk = 123456
\#Bind the local address and port for accessing the client

bind addr = 127.0.0.1

bind port — 6005 Generally set to the local IP address (127.0.0.1), the port number should be unused

Use the shortcut key "win+R" to quickly open the cmd command window.

‘5l Run >

Type the name of a program, folder, docurment, or Internet
resource, and Windows will open it for you.

Open: cmd

] Cancel Browse...
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J [ 5 | EArp 0410 - o X
Home Share View [7]
L cut N\ O Wew item = Ope FH setect an
A = v o
] Easy access = Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename = New Properties 5
access | Pas to to folder - &) History [o Invert selection
Clipboard Organize Hew Open Select
« v 1 || enfp_oaro | v]o| | seachfposie p
Name Date modified Type Size
# Quick access ; Use the cd command to enter the
systemd 712 21PM  File folder : :
158 This PC wwree  directory where frpc.exe is located
M WP Configuration sett... 1KB
. JiangSong (192.168.16.222 (slk frpc_fullini on sett... 11kB
[ share (192.168.16.200 (slk-Sen. | ITPS.exe 13814 KB
| frpsini et 1kB
[ software (192.168.16.200 (slk- = P i 5
5] frps fullini Configuration sett.. 6KB
‘i Local Disk (C:
 tocal DkAC) ] LICENSE File 12 KB

Frid ma

First enter "E:" to enter the disk where frpc.exe is located, then use "cd+file path" to:enter the folder
where frpc.exe is located, and use the command “frpc.exe -c frpc.ini" to run the client.

< C @] 127.0.0.1:6005}cgi-bin/luci 2 v O @&

£
s

ZSeriallink

“I \
)

Authorization Required

(2)If there are two routers, and one router needs to remotely access the other router or the
connected device of the other router, one is the stcp access terminal, and the other is the stcp client.

The configuration'is as follows:

(@ Configure the client (first router,|P:192.1682.1)

A.Disabled: Checking here will disable this rule.

B.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will
not take effect due to conflict.

C.Type: Select the STCP protocol.

D.Local IP: The IP address assigned by the local device or the lan port to the connected device.

E.Local port: The device needs to open a port to the public network.

F.SK: Set a password, the access terminal needs to enter the SK set here when accessing the
device.

G.Use encryption,Use compression: Configure as needed.

H.Role,Server name,Bind addr,Bind port:These four as clients do not need to be set.
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Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled (]
Proxy Name stcp
Type STCP ad
Local IP | 192.168.2.111
Local port 80

(1 X Here 192.168.2.111:80 refers to forwarding the login web
Use encryption [ page of a routing device in the same network, and there

is no need to fill in the blank

Use compression (]

Role

Server name

]

Bind addr

Bind port

SAVE & APPLY 9

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.
Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

(] ssh TCP 127.0.0.1 22 6000 - . EDIT l DELETE

=] stcp STCP 192168.2.111 80 Not set EDIT || DELETE

save poruy R
@ Configuring the Access Side (Second Router,IP:192.168.2.2)

A.You need to connect to the frp server first. For details, please refer to chapter 2.5.1

B.Disabled:If checked here, this rule will be disabled.

C.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will
not . take effect due to conflict.

D.Type: Select the STCP protocol.

E.Local IP,Local port: These two access terminals can be left blank.

F.SK:Set a password, the access terminal needs to enter the SK set here when accessing the
device.

Use encryption,Use compression: Configure as needed.
G.Role: The access terminal needs to fill in the visitor.
H.Server name: The stcp proxy name set by the first router client.
[.Bind addr,Bind port: The client can be accessed by binding the address and port. The address and
port are the local machine or the connected device of the local machine.
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Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled (]

Proxy Name  stcp_visitor

Type STCP

Local IP

Local port

Use encryption []

Use compression (]

Role  visitor

Server name | stcp

Bind addr  192.168.2.2

Bind port 6006

Ty

BACK TO OVERVIEW

{1 R input configuration

SAVE & APPLY Y2)

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Frpc - Proxy Rules

Disabled Name Type

Local Port

Sort

]} step_visitor STCP

EDIT DELETE

<« C A Notsecure [| 192.168.2.2:6006fcgi-bin/luci

ZSeriallink

5.3/4 Add UDP Proxy Rules

Authorization Required

SAVE & APPLY e

o % o@D

The UDP protocol is used to transmit a large amount of data. The port of the connected device needs
to support the udp protocol. If the port that supports the udp protocol is opened to the public network,
data transmission can be performed through the public network and the remote port number. Multiple

udp protocol rules can be configured.
A.Disabled: Checking here means to disable this rule.
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B.Proxy Name: Customize a proxy name. The proxy name cannot be repeated, otherwise the rule
will not take effect due to conflict.

C. Type: Select the UDP protocol.

D.Local IP: Fill in the ip of the machine or the ip assigned by the lan port of the machine for the
connected device (the ip address of the device that needs to be accessed through the public
network).

E.Local port: The device needs to be forwarded to the port of the public network, which must be the
port using the UDP protocol.

F.Remote port: Add this remote port to the public network address to access the local port opened
by the corresponding local device. This port number should not be the same as other rules, and
do not use the occupied port, otherwise this rule will not take effect.

G.Use encryption, Use compression: Check these two as needed.

H.Multiple rules can be added, the remote port and proxy name should not conflict, and click "SAVE
& APPLY" after the configuration is complete.

Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled (O]
Proxy Name  udp
Type ubDp v
LocalIP 192.168.2.233
Remote port 6007

Use encryption (]

Use compression (]

SAVE & APPLY e

After generating a.new rule; you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

@] udp UDP 192.168.2.233 4001 6007 . DELETE

SAVE & APPLY LG

Through the UDP protocol, use the public network address and remote port number to access the
device forwarded to the public network (111.111.111.111:6007 accesses 192.168.2.233:4001).
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TERPUDP Net Assistant

~Settings | Datalog HetAssist ¥4.3 26
(1) Protocol
= = |2022-06-03 11:54:32. 0R3]# SEWD ASCIT TO 10 TIE00T ~
— short civemit
(2) Local host addr
[2022-05-09 11:54:32. 08214 RECV ASCIT FROM 1o. & &2 5007
(3) Local host port shert cireuit

@ Close | [2022-05-08 11:54:32.676]4 SEND ASCII TO 1f Tt E00T

short cireuit
~Recv Options-
&+ ASCII " HEX
[ Log display mode
v Auto linefeed
[~ Recvsave to file..
putoScroll Clear

[z0z2-05—02 11:54:32. 71214 EECY ASCIT FROM 1i - BO0O0T:

short cirenit

[2022-05-09 11:54:33.253]% SEND ASCIT TO 10 00T

short civemit

~Send Options

f* ASCII " HEX [2022-05-09 11:54:33.322]4 RECY ASCIT FROM locico.wsioze 60073
[¥ Use escape chars short ciremit
v AT CMD auto CR+L] v
[~ Append checkcode

Diata Send | Remote: 18 = EE6007 v | < Clean Clear Clear
[ Send from file ... © ] +Cea| ¥ t
™ Period ]— shert cireuit

1 = Send
Shorteut History
1€ Readv! [ 1sas [ Rxasso | TH240  _ Reset | 4

5.3.5 Add HTTP Proxy Rules

For http and https services, domain nhame=based virtual hosts are supported, and custom domain
name binding is supported, so that multiple domain names can share a port 80 and access intranet web
pages through the custom domain name. Multiple http rules can be configured, which can be accessed
directly through a custom domain name. After the configuration is complete, you can access the
corresponding web page through the custom domain name plus the http penetration port (ie
vhost_http_port) provided by the server.

A.Disabled: Checking here means to disable this rule.

B.Proxy Name: Customize an agent name. The agent name cannot be repeated, otherwise the rule

will not:take effectdue to conflict.

C.Type: Select the HTTP protocol.

D:Local IP: Fill in the ip of the machine or the ip assigned by the lan port of the machine for the
connected device (the ip address of the device that needs to be accessed through the public
network).

E.Local port: The device needs to be forwarded to the port of the public network, and this port must
be the port number of the internal page.

F.Use encryption,Use compression,HTTP user,HTTP password: These four are selected as needed.

G.Subdomain: Write it if you have it, or leave it out if you don't have it.

H.Custom domains: xxx. The domain name bound to the public network, xxx is defined by itself, but
the latter must be the domain name bound to the public network.
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Settings Rules servers

Frpc - Edit Proxy Rule

Disabled (]
Proxy Name  http
Type  HTTP v
Local IP 192.168.2.111
Local port 80
Use encryption
Use compression o
HTTP user
HTTP password
Subdomain

Custom domains  openwrt.frp famasansis

SAVE 8 APPLY 6

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

[m] http HTTP 192.168.2.111 80 Not set . DELETE

SAVE & APPLY )

The browser can log.in to-openwrt.frp.**** ***:5080 to enter the client routing management page.
Among them, openwrt is a custom part, and you need to add a record on the domain name application

website to resolve the subdomain name;frp. **** ***

is the value of subdomain_host of the frpc server;
port 5080.is the intranet penetration port provided by the server, and the value of vhost_http_port;
You can configure multiple http rules in this way, and the custom domain name does not need to be

the same.
<« C A Notsecure | openwrtirp.: icui5080 kegi-bin/luci ® %« O @

ZSeriallink

Language:  English

Authorization Required

assword
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Chapter 6 VPN Service

6.1 PPTP VPN

Navigation bar "VPN Service" - "PPTP VPN", select Enable, fill in the server address, fill in the user
name and password according to the server settings, click "SAVE & APPLY".

A.Enable: To use PPTP VPN, you need to check it, and you can just uncheck it when.you don't useit.

B.Server Address: The server IP address, usually the public IP.

C.Username,Password: Fill in the username and password set by the server:

A Routing Status PPTP Client

@ Network Setting Configurable PPTP access to VPN

B Routing Setting Status %= RX:0.00B (0 Pkis)
ppip-pptp TX: 0.00 B (0 Pkts.)
% DDNS/FRP
— = Enable
& vpnsenvice 1 VPN Service i Check to enable
PPTP VPN 2 PPTP VPN Server Address 16§ w w ol
LA Username  sik
GREVPN
FST L — al Enter configuration
K System Metric g
B Logout

SAVE & APPLY o

After the connection is successful, the address assigned by the server will appear in the status bar.
If pptp is not used, uncheck it and click "SAVE & APPLY".

PPTP Client

Configurable PFTP access to VPN

Status Uptime: 0h Om 18s
B RX 28.80 KB (109 Pkis))
pptp-pptp TX: 39.71 KB (200 Pkts.)
|Pv4: 192.168.0.234/32

Enable

6.2 L2TP VPN

Navigation bar "VPN Service" - "L2TP VPN", select Enable, fill in the user name and password
according to the server settings, click "SAVE & APPLY".

A.Enable: To use L2TP VPN, you need to check it, and you can just uncheck it when you don't use it.

B.Server Address: The server IP address, usually the public IP.

C.Username,Password: Enter the username and password set by the server.
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Routing Status L2TP Client

Network Setting Configurable L2TP access to VPN.

Routing Setting Status %5 RX:0.00B (0 Pkts)

I2tp-12tp TX: 0.00 B (0 Pkts)
DDNS/FRP

. . [3X Check to enable
VPN Service VPN Service
PPTP VPN Server Address = 10msass .
LI L2TP VPN Username  sikl
GRE VPN
Das Al 1 1

OpenvPN Password B[ X Enter configuration
System Metric g

Logout

SAVE & APPLY e

After the connection is successful, the address assigned by the server will. appear in the status bar.

If 12tp is not used, uncheck it and click "SAVE & APPLY".
L2TP Client

Configurable L2TP access to VPN.

Status ) Uptime: 0h Om 1s
RX: 54.00 B (3 Pkts.)
12tp-12tp TX: 54.00 B (3 Pkis.)
IPv4:192.168.10.10/32
Enable

6.3 GRE VPN

Navigation bar "VPN Service" - "GRE VPN", select Enable, select gretap or gre according to the
protocol of the opposite end (keep the protocol at both ends the same). The local IPv4 address and
remote IPv4 address are filled.in according to the local wan port (public network) address and the peer
wan port (public network) address, and the local tunnel address and the peer tunnel address are in the
same network segment.

A Routing Status GRE VPN

& Network Setting Configurable GRE access to VPN.

Interface information

9 Routing Setting

# DDNS/FRP Status IK MAC-Address: 00:00:00:00:00-00
: ~ RX:0.00B (0 Pkts)

gre-gre ‘
— . TX: 0.00 B (0 Pkis.)
E VWPNSernvice 1 VPN Service

PRTP VPN (=X Check to enable

L2TP VPN Protocal  gretap )

GRE VPN 2 GRE VPN ) -
- Local IPv4 address  106.15.120 21 (24X Select the protocol, fill in the local and peer
pen
addresses
Remote IPv4 address  106.15.110.31

System

Logout

Tunnel information
Local tunnel address  11.11.11.21 [ X Fill in the address of the same network
= segment as the peer
Netmask 2552552550

SAVE & APPLY o
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Refresh status information after "SAVE & APPLY".
GRE VPN

Configurable GRE access to VPN.

Interface information

Status Uptime: 0h Om 4s
5] MAC-Address: BE:E3:F4:9B:7C.D5
£ Rx-0008 (0Pkts)
9re-9' 1. .00 B (0 Pkts)
IPv4: 11.11.11.21/24

Enable

Then add routing table rules, you can successfully access the peer Lan port device.

Routing Status Static Routes

Network Setting Static Routes specify over which interface and gateway a certain host or network can be reached

RoutingSetting 7 | Routing Setting

Static Routes s Target 1Pv4-Netmask 1Pv4-Gateway Metric MTU

Static Routes
Port Forwards Host-1P or Network if target is a network

DMZ

This section contains no values yet
Black/White List

Static Routes

Static Routes specify over which interface and gateway a certain host or network can be reached

Static IPv4 Routes

Interface Target IPv4-Netmask IPv4-Gateway Metric MTU
Host-IP or Network if target is a network
| gre_static + | | 192.168.2.0 | | 255.256.255.0 | | 11.11.11.31 | 0 1500

selection remote LAN

105, Interface (11X Target is the R Peer lan port 2R peer tunnel IP
subnet mask

gre static port

Static IPv6 Routes

Interface Target IPv6-Gateway Metric MTU

1Pv6-Address or Network (CIDR)

This section contains no values yet

SAVE & APPLY &4}

6.4 OpenVPN

Navigation bar "Virtual Private Network" - "OpenVPN", click "SAVE & APPLY" after all
configurations are consistent with the server, the three certificates are provided by the server.

WEB: www.seriallink.net e-Mail: info@seriallink.net



http://www.seriallink.net
mailto:info@seriallink.net

%Sﬂ[’]ﬂ"]ﬂ c SLK-R680 Industrial 4G CPE With Wifi6

A Routing Status OpenVPN Settings
@ Network Setting (2 General Setting

General Settings Advanced Settings
£ Routing Setting

Status - MAC-Address: 00:00:00:00:00:00
(0 DONS/ERE “ RX: 0.00 B (0 Pts))
TX: 0.00 B (0 Pkts.)

E vPNsevice 1 /PN Service

(4R Check to Enable
PPTP VPN ————— s

L2TP VPN dev | tun ~

GREVPN

Hremipn 2 OpenVPN proto  udp v
¥ System

[ Logout port | 1194
[ X input configuration

remote 15 W E"

o
o

Choose File | ca.crt

cert | Choose File | slk.crt

(¢} Select or drag in the corresponding file

"

ey [ Choose File | slk.key

The advanced settings page is modified according to the server. If relink is checked, it means that
openvpn can automatically reconnect. If you need to automatically reconnect, you can check it. If you
don't need it, leave it unchecked. After all configurations are completed, click “SAVE & APPLY".

OpenVPN Settings

General Settings 0 Advanced Settings

relink

verb 3 ~
auth = SHA512

cipher  AES-256-CBC

compress no b
[:X Change the corresponding configuration according to the
configuration file of the server
remote cert tls  server b
nobind 2
client (2

client_to_client [

SAVE & APPLY o

After the connection is successful, the status bar will refresh the address. If openvpn is not used,
uncheck it and click "SAVE & APPLY".
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6.5 WireGuard VPN

WireGuard is an easy-to-configure, fast and secure open source VPN, which uses the latest
encryption technology and is checked and enabled on the basic configuration page, with interface
information corresponding to the server [Interface] item and peer corresponding to the server [Peer]
item.

@R Coiietatls WireGuard VPN
@ Network Setting WireGuard is a open source VPN, fast, minimal key management work needed and with minimal config

B enlbuiy Interface information

[ Route Setting General Settings Advanced Settings

r# Service Manage Status = MAC-Address: 00:00:00:00:00:00

RX: 0.00 B (0 Pkis.)
wGo

= VPN Service >" TX:0.00 B (0 Pkis)

PPTP VPN s
L2TP VPN

L G T — 2
IPSec VPN

GRE VPN

ListenPort  random

OpenVPN

WireGuard VPN

SERIALLINK VPN IP Addresses  19.0.0.2/24 @

P2P VPN

R System

DNSserver gggg @a

B Logout

For peer configuration, click the Add button to add configuration information.

Peers
Further information about WireGuard interfaces and peers

This section contains no values yet

ADD

Peers

Further information about WireGuard interfaces and peers.

DELETE

Public Key = 6xCd5cj2p6iFeYEXIzfJTBweVT6kQwXn2LH/ft+KfiA=

Allowed IPs g 00.0/0 =

Route Allowed IPs [
Endpoint Host = 120.7
Endpoint Port = 10730

Persistent Keep Alive = 0

Enter the configuration information corresponding to the server, click "SAVE & APPLY", and the
status of the connection is as follows.

Status Uptime: Oh 3m 27s
0 MAC-Address: 00:00:00:00:00:00
*= RX:0.00 B (0 Pkts)
pER TX: 0.00 B (D Pkts.)
IPv4: 10.0.0.2/24
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6.6 Remote management - P2P VPN

The remote management platform supports ad hoc networks and supports encrypted point-to-point
connections, which means that only devices on your private network can communicate with each other;,
navigation bar "VPN Service" - "P2P VPN", after entering the configuration, click "SAVE & APPLY", the

status bar
successful.

A Route Status

@ Network Setting

L% Serial Utility

(9 Route Setting
4 Service Manage
= VPN Service
PPTP VPN
L2TP VPN
1PSec VPN
GREVPN
OpenvPN
‘WireGuard VPN
SERIALLINK VPN

P2P VPN

will refresh and obtain the I[P address indicating that the connection is

P2P VPN
P2P VPN enables encrypted point-to-point connections using the open source WireGuard protocol, which means only devices on your private network can communicate with each other.

General Settings Advanced Settings
Status Uptime: Oh 3m 13s
& MAC-Address: 00:00:00:00:00:00
p2pvpn RX: 0.00B (0 Pkts)
TX:0.00B (0 Pkts)
Enable

Server Address  43.136.19.43

Status Uptime: 2h 24m 16s

MAC-Address: 00:00:00:00:00:00
& RX:0.00B (0Pkts)
p2pvpn TX: 232.00 B (2 Pkts.)
IPv4: 100.64.0.6/32
IPv6: fd7a:115c:a1e0:6/128
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Chapter 7 System

7.1 Date Time

Time synchronization is enabled by default. If necessary, you can change the NTP server to
synchronize the time of the server.
Navigation bar "System" - "Date Time", click "SAVE & APPLY" after setting.

A Routing Status NTP time server

@ Network Setting After the wireless gateway is powered off, the date and time settings are not saved. Enable the Sync from network function to keep the date and time current

™ Routing Setting Synchronize browser time

# DDNS/FRP Local Time 2022-05-10 10:31 m sync with browser

= VPN Service Timezone  Asia/Shanghai ¥

K System 1 System

pateTime| @ Date Time T L2 sync with browser or modify NTP server

LEngoe Enable NTP client MOdify NTP server

Setting
delete the current line address
Reboot

B Logout SAVE & APPLY -]

Modify Password NTP server] g asia pool.ntp.org

Update Firmware

1.cn.pool.ntp.org

Factory Reset

7.2 Language Setting

Change the language displayed on the page according to your own needs, you can choose English
or Chinese, change it in the navigation bar "System" - "Language Setting", or change the language in the
login interface.

A Routing Status Language Setting

@ Network Setting
Language Setting

™ Routing Setting
Language | English ¥

(# DDNS/FRP auto (3 X Modify language

= VPN Service 37 (Chinese)

SAVE & APPLY

' System 1 System
SAVE & APPLY Z4]

Date Time

Language
Setting

2 Language Setting

Language English b
Authorization Required English

Password
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1.3 Modify Password

The default password for login is admin. If the user needs to protect the configuration interface to
avoid being modified by others, he can modify the login password, click "System" - "Modify Password" in
turn, then fill in the password to be modified, and then SAVE & APPLY, as follows.

A Routing Status Router Password

@ Network Setting Changes the administrator password for accessing the device

™ Routing Setting Pansamdl

 DDNS/FRP (2} Enter new password twice
Confirmation

]

&
= VPN Service
¥ System 1 System
Date Time
Language SAVE &'. APPLY o
Setting
Modify Password 2 MOdIfy Password
.
1.4 Update Firmware
A Routing Status Update Firmware
@ Network Setting
Flash new firmware image
(=] Routing Setting Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings" to retain the current configuration (requires an OpenWrt

compatible firmware image)
& DDNS/FRP

(=X Keep the configuration default checked, it is recommended to uncheck

T ecoroe)

= VPN Service

K System System Image | Choose File | slk-r680-fv1..v1.0-wifi.img

Date Time

Select or drag in a file 4]
Language
Setting

Modify Password

Update Firmware 2

Update Firmware

Navigation bar "System" - "Update Firmware", select the file and click "UPDATE", the MD5 check
code page will appear after uploading, click "PROCEED" to upgrade, the upgrade will take a certain
time,it takes about 1~2 minutes, after the upgrade is complete, log in again through "192.168.2.1".

When upgrading the firmware, you need to uncheck the "Keep settings" option.

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed” below to start the flash procedure.

Checksum: 71ef5129cd3e@8f7a177bed7e83c13b7
Size:32.48 MB i
Note: Configuration files will be erased

CANCEL

PROCEED o]
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7.5 Backup/Restore

In the navigation bar "System" - "Backup/Restore", click Generate Backup and the backup file will
be downloaded to the browser. When restoring the configuration, select or drag the backup file into the
file box, and click "Upload Backup" to back up the backup file to the router. The backup takes about 1-2
minutes. After the backup is completed, log in again through "192.168.2.1".

A Route Status Backup / Restore

@ Network Rty Click "Generate archive” to download a tar archive of the current configuration files.

2% Serial Utility — bal:kun_| [3X Click Generate Backup to download the backup file to the browser
[ Route Setting

To restore configuration files, you can upload a previously generated backup archive here

Restore backup: | [sEscet | smmEmse: | =X Click Upload Backup and the device will

restart automatically. After the restart is
(-] Select or drag a backup file completed, the backup is successful

(& Service Manage

= VPN Service

K System
Date Time

Language
Setting

Modify Password
Update Firmware

Backup / Restore 2 BaCkUP/REStOTE

7.6 Factory Reset

Factory reset is generally when the device fails to enter the device page, or there are many function
settings, and you want to reset ityyou can restore the factory default settings, the navigation bar
"System" - "Factory Reset", click "Execute reset", you can restore the device to the factory default.

A Routing Status Factory Reset

Network Setting Resat to defaults (=X click PERFORM RESET

Routing Setting

DDNS/FRP

= VPN Service

® System
Date Time

Language
Setfing

Modify Password

Update Firmware

Factory Resat | (@ Factory Reset
Reboot
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7.7 Reboot

Immediately restart, the device can be restarted through the page, the navigation bar "System" -
"Reboot", click "Execute restart" to restart the device.

A Routing Status Device Reboot

® Network Setting SH (> click PERFORM REBOOT
™ Routing Setting

" DDNS/FRP

= VPN Service

® sysem 1 System

Date Time

Language
Setiing

Modify Password
Update Firmware
Factory Reset

Rehoot 2 Reboot

1.8 page log out

A Routing Status
@ Network Setting
™ Routing Setting
(% DDNS/FRP Click "Logout" to exit to the login interface.

E VPN Service

' System

> Logout

Thank you for your support of SERIALLINK products.
If you have any questions, please email: info@seriallink.net or www.seriallink.net
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